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Cloud is today an
enabler,

essential for loT
& Big Data




Impressive Share of Innovative SMEs in ICT

THE EU ICT SECTORIN NUMBERS

tey & 92 @

1.2 million 560 billion 6.2 million productivity world
entreprises annual turnover people growth ICT supply

SMEs in ICT share of ICT share of
of SMEs ICT services Manufacturing among innovative
newly created companies
companies among ICT
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g'l' Faster Pace Towards Cloud Services

Which cloud deployments does your organization plan to invest in?

490/0

of UK firms
use cloud

16

months and firms will
move to the cloud

PaaS [aaS SaaS Security-as-a-Service

M Those planning oninvesting Il Those who are not planning on investing or don't know

Source: Blue Skies Ahead? The State of Cloud Adoption, Intel Security 2016; Cyber Security Breaches Survey, UK Gov 2016
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'l' Still Challenges for Cloud Usage

With regard to cloud security, what issues has your organization had with cloud service providers?

Difficulty migrating services or data
High costs and fees/poor value
Data loss or breaches

Contractual issues (for example, issues
with SLA or data-sharing agreements)

Source: Cloud computing - statistics on the use by enterprises, Eurostat 2014

Legal uncertainty ere are my Data? "'"S"bsrcor\',ife:r -




It’s all about
TRANSPARENCY
&

TRUST
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“You won’t need an IT guy. You'll need a SLA expert!”

Raj Samani - CTO at INTEL Security @SecureCloud2016 Dublin Ireland
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'l' Free Tools & Services for Cloud Customers -1

European CloudScout  Procuring cloud services
1

questions for a secure

transition to the Cloud PICSE Wizard Tool for public organisation

08 < > M eu ¢ t [ul [ e0e < > | @ wiz.picse.eu ¢ ] g

Cloud service procurement made easy

uropean
’Q&l{g_sggm Are you a Procurement official, IT manager or procurement initiator?
Then, complete the PICSE wizard easy-to-use services to help you

make informed decisions about how to procure cloud services

14 questions for a secure transition to the Cloud

EUROPEAN VERSION (ENGLISH) AUSTRIA BELGIUM (FRENCH)  BELGIUM (FLEMISH) FINLAND

GERMANY HUNGARY SPAIN UNITED KINGDOM SLOVAKIA
Start
To find the best cloud SttNow Assess suitability of  now
procurement model for current procurement
= you process for cloud
1N Share
In collaboration with: Answer just 8 questions and find out which cloud Use our tool to identify gaps and ways to improve
. . service procurement model is most suitable for your organisation’s cloud procurement process.
The European Cloud is provided by CloudWATCH. oy, you. Be it pre-commercial, commercial or public
I { NN‘ procurement of innovation, the PICSE wizard will
ﬁ ‘." equip you with the right information to make the
Cloud¥Gtch best choices.
_______

- CloudWATCH has received funding from the European Union’s Seventh Framework Programme - DG Connect Software Services,
Cloud. Contract No. 610994

The tools have been developed by the PICSE consortium (www.picse.eu). The tools include references to
consolidated literature documents and existing tools. The results of the tool have to be considered as
guidelines in the procurement process of cloud services for public research organisations and libraries.
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3"' Free Tools & Services for Cloud Customers -2

Security Risk Management
ENISA SME Cloud Security Tool &

o Risk profiles and security measures for
Cloud Certification Schemes

SMEs & Public Administrations

[+ ] Decision making mechanisms
a; e’}lsa Netmork and Informatien Security MENUS B su ppor“ng Cloud customers

x *

-
| e0e < > O & resilience.enisa.europa.cu [
home
Goud computing certfcaton  CCSM
SME Cloud Se
sssss ity quest
calculate an Cloud Certification Schemes Metaframework
questions. cosm, . The goalof
CCSMis to i nspa i i b it ty i

Rate the secul cloud services. i ity objocti i

CLOUD CERTIFICATION certiication schemes. This online tool has two main functions: It generates a matrix which maps to different cloud certification

SCHEMES METAFRAMEWORK  Schemes, and t customers. J

To start using the tool, first select the CCSM security objectives which are relevant for you, then scroll down to see the matrix which maps to different certification schemes. 3¢

Cloud provider establishes and maintains an information security policy.

Cloud provider establishes and maintains an appropriate governance and risk
management framework, to identfy and address risks for the security of the cloud
services.

mmmmmmmmm S coming soon

Cloud provider establishes and maintains a policy with security requirements for
pliers to ensure that suppliers do not negatively
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'l' Free Tools & Services for Cloud Customers - 3

Contract

Service Level Agreements (SLAs

Legal guide & FaQ for SMEs

e0e < [im] cloudwatchhub.eu

- efficiency op \

The CloudWATCH Legal Guide
to the Cloud for SMEs

How to protect personal data in cloud

service contracts
data once transferred to the cloud;

Cloud computing tec| and services h fast,andthey | p,

A European Cloud observatory supporting
loud policies, standards profiles & services

» Analyze the risks of outsourcing services to the cloud;
» Identify what security controls are needed to protect their employee

have spread amongst client organisations at the same pace. However,
e0e < [im] =

cloudwatchhub.eu

-

tasks for security control i

CloudWATCH2 Legal Services for SMEs

The CloudWATCH? Legal Service s for small businesses that are already planning to use a cloud service
{ and need to understand the legal aspects.
l b I Understanding legal terms within a cloud service contract is extremely important, particularly regarding
1TC " | obligations for both you as a cloud service customer and your service provider.
A

Our legal experts from ICT Legal are here to guide you through the most common and important terms.

‘ This online guide is free of charge to facilitate you in adopting a cloud service. It is designed to be relatively
" easy and quick to use.

How to use the guide

Below you find Frequently Asked Questions (FAQs) on legal terms in cloud service contracts.

After the FAQs, you will find a short online form. Please use this form to tell us: 1) Which FAQs are the most useful for the cloud
service of your choice? and 2) Which aspects of a cloud service and related contract do you find most challenging or difficult to
understand?

By completing this information, we can provide further guidance and other services to help overcome these difficulties.
‘ 1. Privacy: How are the privacy roles allocated in a Cloud contract?
2. Privacy: What do the terms “Data C

and “Data F mean?

| 3. Privacy: What are Privacy Level Agreements (PLAs)?
1 4. Data Location and Transfers of Data: Is the location of data an important factor in deciding

which Cloud provider to choose?

5. Data Location and Transfers of Data: What are the requirements for transferring data outside
the European Union?

6. Sub-contractors: Why is it important to check whether a Cloud provider uses sub-
contractors?

7. Service Level Agreements (SLAs): What are SLAs?

8. Service Level Agreements: What do SLAs include and what should | check in particular?

SMEs

Benefits & Risks
Success Stories
CloudScout

Legal Guide to the Cloud

Governments

Benefits & Risks

Success Stories

CloudWATCH for ...

Cloud Trends

Guide to Cloud Certifications
Legal Tips for the Cloud
Interoperable Clouds

Guide to Cloud Standards

Standards Testing

News

Startups @ Collision Conference: LeanXcale
case

e

A Common Reference Model for SLAs
The SLA-Aid
The SLA-Readiness Index

0@ < m sla-ready.eu ¢ t a +

Making Cloud SLAS readily usable in the EU private sector

CONTACTUS LOGIN

«<»SLA-Ready

HOME

ABOUT NEWS EVENTS SLASTANDARDISATION  REFERENCE MODEL v  ADVISORY BOARD

‘

a (&

SLA Common Reference
Model

o 1%

Are you a Cloud
Customer?

Are you a Cloud Service Cloud contract terms
Provider?

Read More &
Download Info

Help drive better cloud
services by filling out our
short survey

Best practice provider? Fill
in our survey to find out

Acquisition

] ]
Assessment Preparation
* +

Operation
© o o
Execution & Update & Escalation

operation amendment
> * +

WALK THROUGH THE SLA LIFECYCLE

Negotiation &
Contracting

rS
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3"' May | Suggest a couple of Useful Docs...

Standards Transparent Pricing

Cloud Standards Guide & Recommendations towards a more
Cloud Standards Profiles Trusted & Transparent cloud market
(808 < > T cloudwatchhub.eu [ ey

0
o NEg
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6% %

Ckuéi~dtchHUB

About News Events EU Service Portfolio Concertation Cloud in Practice Programme eS¢

Home » The Cloud Standards guide

The Cloud Standards gmde SMEs
n ing more. users, i fits & Risks
iccess Stories
mmmmmmmm
Legal Guide to lou
Governmen t:
Avoiding vendor lock-in: Cloud standards for portability Q » Benefits & Risks

Interoperable Clouds: Cloud standards for Interoperability

coming soon
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g'l' Our Contribution to EC’s DSM strategy

L=l
é-commerce telecoms and media data economy
parcel delivery online platforms standards

geo-blocking security and skills and
personal data e-government

copyright r— - - =y
w i =] )

Better Access Better Conditions Boosting the Growth

€= = = =

Creating a#DigitaISingIeMarket



Follow the CLOUD
Landscape with us

Find out more & use the tools
for yourselves here

sla-ready.eu cloudwatchhub.eu
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Thank you!

Silvana Muscella CEO Trust-IT Services
s.muscella@trust-itservices.com

’ @silvanamuscella

@SLAReady @CloudWatchHub

CLIPS Final Conference, Florence, 1st June 2016



