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This is the initial version of an incremental deliverable documenting the overall pr

through realworld use cases.

DCESS

adopted by CloudWatch2 to develop risk profiles for (prospective) cloud service custgmers
from Public Administrations. Besides the actual process, this deliverable also presents the
results of desktop research, which will be used to develop specific risk priofilles second
and final iteration of this document (D3.5). The expected outcome from the associated task
(T3.3) is to produce a set of risk profiles and corresponding security controls, applicable to
both Public Administrations and Small and Medisired Bterprises (SMEs), and validated
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CloudWATCH Mission

CloudWATCH2 takes a pragmatic approach to market uptake and sustainable
competitiveness for wider uptake and commercial exploitation. It provides a set of services
to help European R&I initiatives capture the value proposition and business case as key to
boosting the European economy.

CloudWATCH?2 services include:

x A cloud market structure roadmap with transparent pricing to enablé [iR&jects to
chart exploitation paths in ways they had not previously considered, or help them
avoid approaches thatrould not have been successful

x  Mapping the EU cloud ecosystem of products, services and solutions emerging from
EU R&I projects. Identifyg software champions and best practices in mitigating risks
associated with open source projects, and ultimately, enable fastertimealue and
commercialisation

x Impact meetings for clustering and convergence on common themes and challenges.
Reuse of echnologies wildlso be of paramount importance

x  Promoting trusted & secure services through roadshows and deep dive training
sessions. Giving R&l initiatives a route to users at major cemées or in local ICT
clusters

x A portfolio of standards folinteroperability and security that can facilitate the
realisation of an ecosystem of interoperablensees for Europe

x  Cloud interoperability testing in an international develofmaiented and handsn
environment. Findings will be transferred intaidan@ documents and standards

x Risk management and legal guides to the cloud for private and public organisations
to lower barriers and ensura trusted European cloud market

Disclaimer

CloudWATCH2 (A European Cloud Observatory supporting cloud pdliciedard profiles
and services) is funded by the European Commi ss
Computing within DG Connect under Horizon 2020.

The information, views andsuggestionsset out in this publication are those of the
CloudWATCHZ2o0@sortium andof its pool of international experts and cannot be considered
to reflect the views of the European Commission
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Executive Summary

Despite the undisputed advantages dbud computing, customers (in particul&ublic
Administrationsor PAs andSmall andMedium-sizedEnterprises oSMES) are still in need of
“meaningful”
requirements. Traditional ICT risk managementapproadies usually adopbne-sizefits-all
methodologies relying on (securitygxperts, which are usually not adequater small
organisationsand Public AdministrationdA)that userelatively simple ITtomponents. One
of the main drivers of CloudWatch2 is to alelop a simplified cloud risk
assessmermmanagement approachcalled“risk profil€ in this document, with theequisite
that SME&Asneed simple, flexible, efficient and cesffectivecloudsecurity solutions.

Thisdeliverableproposes aisk profilingmethodology to assigPAswith the risk assessment
process from the perspective of a closdrvice customer (CS@)ocuringa suitable cloud
basedservice The proposed approachlso provides information to clougartners é.g.
cloud krokers) and CSRonN the risk management metilology for cloud adoptionisedby a
(prospective)customerorganization.Despite thefact that themain focus of this deliverable
beingon PAs, we also discuss the appropriateness of the suggested risk profiledoletn
for SMEs (to be further expandedDeliverable 3.5 0oD3.5).

Thisincremental reportalso presents a freshapproach tothe problem ofleveragingrisk
profiles by analyisg, from the risk management perspective, the specification of security in
medhanisms like Service Level Agreemei8EA) as a promising approach to empowRéis
(and also SME#) assessing and understanditigir doud requirements

The next version of this deliverablee( D3.5) will present the validation results dhe
presentd risk profilesboth for SMEs and PAbased onrealworld use casesnd enduser
feedback In addition D3.5 will further elaborate on endser mechanisms/tools for
instantiating the proposed risk profiling methodology

. ___________________________________________________________________________________________|
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1 Introduction

Although he varied functionahnd economic benefits of thelaud are substantial, security
assurance and transparency stil]l remain as oper
Cloud Service Providers (CSPR)is is particularly criticah the case oSmall and Medium

sized Enterprises (SMEs) and Public Adhtmations (PAs), which typically are not cloud

(security) experts.

Furthermore, he growing number of CSPs offering divecksud-enabled services (from
virtual machines and storage, tmntainersand big data analyticservices) opens up the
possibilityof deploying complex services and workflows leveraging the services of more than
one CSPife. a cloud supply chain or even a mudtoud system)Given this complex setup,
and cespite the advocated advantages of ttleud, two issues arise:

a) How can a (no-security expert) SMBA meaningfully assess a cloudsupply chain
fulfills their security requirements?

b) How can the sustained provision of security assurance to the SME/PA during the full
cloud service life cycle be guaranteed?

The following section discusses how theeisiormakingquestions relate to the notion of
risk profiling which is the main objective tis CloudWatch2 report.

1.1 Risk profiles for PAs scoping the problem

A commonly implemented approach by public C8&s relied on th adoption of cloud
speci fic “ sfercauntei wey. R8dCioud Gomtrol Mathixas a mechanism to
provide customers a reasonable degree of security assurance and transpaFamtyer
assurance is then provided through the adopt of security certifications based on those
controls frameworks, like in the case of CSA Open Certification Franfewtmkever, ver

the implementation of their security controls, the CSP can only assume the type of data a
customer will generate and uséhe CSP is not aware of the additional security requirements
or the tailored security controls deemed necessary to protectPha®data. Thus theloud
servicecustomers crucially requiremechanisms/tools that enable them to understand and
assess what* g o@mo ugh s[&] cmeans tand” especially the changes in risk
assessment/management that tteboud entails.

Adopting clouebased solutions foP A eperations does not inherently provide for the same
level of security and for compliance withandatory regulations or elicited requiremeritsat
were achieved in the traditionghon-cloud)ICT model. Acloud er vi c e abiitgtb o mer ' s

! Please refer to https://cloudsecurityalliance.org/group/cleadntrolsmatrix/
2 Pplease refer to https://cloudsecurityalliance.org/group/opeatrtification/

3 Despite the focus of this deliverable is on Public Administrations, the developed risk profiles can be
also extrapolated to SMEs. This will be further explored in D3.5
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comply with anybusiness, regulatory, operational, or security requirements in a cloud
computing environment is a direct result of the service and deployment mbeééaig
adopted, the cloud architecture, and the deployment and management of the resources in
the cloud enwionment. Therefore,it is imperative thatPA stakeholderst all levelsof the
organization understand their responsibilities for achieving adequate information security
and for managing information systerelated security riskSwhen adopting a cloud
computing solution for their information systems.

For each use case of an information system for which a diaseéd solution is adopted, it is
necessary for the consumer to evaluate the particular security requirements in the specific
cloud architectural comxt, and to map them to proper security controls and practices in
technical, operational, and management class®sch arisk managementpproach usually
requires a rich body of knowledge around general information securitgnagement
practices anctloud @mputing characteristicsyhich is usuallput of reach for manyAs

In the abave-mentioned casesthe philosophy behind the generation of the simplifigsk-
managementpproach referred agisk profilingin the rest of this documentsto guide non

expert users in the complexity of risk assessment activities. In doing so, some complex
security matterscan be #nplified to the minimum necessary in order to achieve an
acceptablei.e. good enough¥ecurity level. This leado a stepwise approach that reveals
threat exposurésecurity posturefrom PAsby offering customized controls for a certain set

of assets that are common to theoud service to useElicited controls can then relate to
bilateral agreements as Service Level Agreememiadreaseand monitorthe levels of trust

and transparency provided tBAs.

1.2 Objectives and Target Audience

Thisinitial version of our incremental deliverable on risk profiles for SMEs/&#sdyzes the
challengesrelated to the specification and usage aftate of the artrisk management
frameworks.Based on the identified challenges, this report proposes an initial version of a
risk-profiling methodolog specifically suited foPAs willing to adopt cloud serviceBhe
proposed approacltalso provides infanation to cloudpartners €.g. cloud kroker§ and
cloud service providerson the risk management metklology for cloud adoption by a
customerorganization.The validation and refinement of the proposed approaalihough

with a particular focus on SMEsill be presented in D3.5

We also presenta fresh view onthe problem of developing risk profiles suitable for
addressing the wholeloud lifecycle(i.e. procurement, operation, and terminatigrthrough
the specification of security irattributes like Sevice Level AgreementsSKA) This is
advocatedas a promising approach to empowBAsin assessing and understandittggir
cloud requirementsthrough the whole cloud service lifecycle.

This document also targets policy makers and standardisation bodigsngarn the creation
of roadmaps motivating the (secure) usage of cloud computing in the private and public

*Risk is a measure of the extent to which an entity is threatened by a potentiainstance or event,
and a function af (i) the adverse impacts that would arise if the circumstance or event occurs; and (ii)
the likelihood ofoccurrence
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sectors. Our intention is that the methodology and risk profiles to be documented in both
D3.2 and D3.5, can be used as a basis for developingastisidnd best practices aimed to
increase their level of adoption both for SMEs and PAs.

1.3 Structure of this document
The rest of this document is structured in the following manner:

1 Section 2 focuses on the elicitation of requirements for developing theprisfiles
for PAs, based on a desktop research.

1 Section 3 provides a higHevel overview of the proposed methodology for
developing risk profiles.

1 Sections 4- 6 describe in further detail the incremental steps of the risk profiling
methodology.

9 Section Tconcludes this report.

2 Desktop Research z Elicitation of Requirements

Relevant stateof-the-a r t framewor ks for ri sk management [
Framewor k for GovernngnttaHe CU.oKi'dss” a dprcauamemtas p
other countried6], EU projectsd.g. A4CLOUIB], Cloud for Europgl0], RISCO$H], etc),

the MAS case stud$3], | SACA’ s 10 Pr i[bh5f UpNasosal Insttute o0AS s e s s me n
Standards and Technology (NIST -20@5, 800 37 / 800 36), ISO 27001 (sb ISO/IEC

27005) the COBIT framework from ISA@#c.

More detaik on each of the above frameworkare included belowThey are categorised
according to sector: Academia, Projects, Standards, Case Satid3est Practices.

Table 1 gives a quick preview of the Stabé-the-Art included here categorised in the
mentioned sectors.

® NIST Cloud Computing standards

® NIST Cloud Computing Related Publications

. ___________________________________________________________________________________________|
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Tablel. State of the Art

Academic Papers

Projects

Standards

Case Studies

Best Practices

-Comparative Study of
Information Security Risk
-Assessment Models for Cloug
Computing systems
-Addressing cloud computing
security issues

-A Risk Assessment Framewor
and Software Toolkit for Cloud
Service Ecosystems

-QUIRC: A Quantitative Impac
and Risk Assessment
Framework for Cloud Security

EU FP7 A4Cloud

EU FPTloud for Europe

EU FPRISCOSS

EU FPASSERT4SOA

EU FPANIKETOS

EU FPNESSOS

EU FPTIRRUS

EU FPCUMULUS

EU FPBPECS

EU H2020MUSAJS NSF
Assessment Techniques for Off
line and OHine Security
Evaluation of (

NIST 8087

ISO/IEC 27005
ISO/IEC 27017
NIST SB00-144

Monetary  Authority
Singapore
FedRAMP

of

International Development

Authority of Singapore

| S A Q®\Prisciples
for Assessment
ENI SA, !
Framework for
Governmental
Clouds"”

UK’ s Apprdd
COBIT5

=
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2.1 Academic Papers

The papero n Comparative Study oAssedsmehtovoadels for on Secur
Cloud Computing systems” examines in detail t h
models developed for or applied especially in the context of a Cloud Computing system. It

analyses existing models in terms of aim; the stages of risk management addressed; key risk
management concepts covered; and sources of probabilistic data. Based on the analysis, it

also proposes a comparison between these models to pick out limits and adeardhgvery

presented model[40]

The“Addressing cloud computing security issupaper, presents golutionthat attempts to
eliminate unique threats and introduces a Trusted Third Party, which is tasked with assuring
security characteristics within a cloud environment. The solution employs Public Key
Infrastructure in concert with SSO and LDAIPore. L'origine riferimento non & stata
trovata.

The “A Risk Assessment Framework and Software Tofak Cloud Service Ecosystéms
paper presents various methodologies being designed and developed for performing risk
assessment on both Cloud Service Provider (SP) and Infrastructure Provider (IP) levels. The
main contributions of the work are the design and implementation of an effectind
efficient risk assessment framework (methodologies of risk identification, evaluation,
mitigation and monitoring) for Cloud service provision. Together with the corresponding
mitigation strategies, the framework provides technological assurance whlatiead to a

higher confidence of Cloud service consumerstlo® one side and a coseffective and

reliable productivity of SP and resources organized by individual Infrastructure Provider (IP)
on the other side[42]

“QUIRC: A Quantitative Impact and Risk Assessment Framework for Cloud Sedurity.
guantitative risk and impact assessment framework (QUIRC) is presented, to assess the
security risks associated wittloud computing platforms. This framework, called QUIRC,
defines risk as a combination of the Probability of a security threat event and it's Severity,
measured as its Impact. Six key Security Objectives (SO) are identified for cloud platforms,
and it isproposed that most of the typical attack vectors and events map to one of these six
categories[43]

2.2 Standards

NI ST’ s GApplding thé ®isk Managemerfframework to Federal Information
System’ (Special Publication 8687 [17]), provides guidance on authorizing information
system to operate, on monitoring the sedyrcontrols in the environment of operation, the
ongoing risk determination and acceptance, and the approved information system
authorization to operated statusChe purposeof this documents to provide guidelines for
applying the Risk Management FranmWw to federal information systems to include
conducting the activities of security categorization, security control selection and
implementation, security control assessment, information system authorization, and security
control monitoring.Among other easonsthe guidelines have been developed:

1
1
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1 To support consistent, weilhformed, and ongoing security authorization decisions
(through continuous monitoring), transparency of security and risk management
related information, and reciprocity; and

1 To achiee more secure information and information systems within the federal
government through the implementation of appropriate risk mitigation strategies.

ISO/IEC 27005:201118] provides guidelines for information security risk management. It
supports the general concepts specified in ISO/IEC 27001 and is designed to assist the
satisfactory implementation of information security based on a risk management approach.
Krmowledge of the concepts, models, processes and terminologies described in ISO/IEC 27001
[20] and ISO/IEC 2700f21] is important for a complete understanding of ISO/IEC
27005:2011.

ISO/IEC 27005:201]18] is applicable to all types oforganizations (e.g. commercial
enterprises, government agencies, nRprofit organizations), which intend to manage risks
that could compromise the organization's information security. It is important to mention
that this International Standard does not provide any specific method for information
security risk management. It is up to the organization to define their approach to risk
management, depending for example on the scope of the ISMS (information security
management), context oisk management, or industry sector.

ISO/IEC 27017:201%Brovides guidance on the information security aspects of cloud
computing, recommending and assisting with the implementation of clepekific
information security controls supplementing the guidameeéSO/IEC 27002 and other 1ISO27k
standardslt gives guidelines for information security controls applicable to the provision and
use of cloud services by providing:

U additional implementation guidance for relevant controls specified in ISO/IEC 27002;
U additional controls with implementation guidance that specifically relate to cloud
services.

This Recommendatiorr International Standard provides controls and implementation
guidance for both cloud service providers and cloud service custof3éis.

NIST SB00-144is a set of recommendaticson security and privacy in the cloud provides

an overview of the security and privacy challenges facing public atoungouting and
presents recommendations that organizations should consider when outsourcing data,
applications and infrastructure to a public cloud environment. The document provides
insights on threats, technology risks and safeguards related to publid €ovironments to

help organizations make informed decisions about this use of this technology.

The key guidelines include:

9 Carefully plan the security and privacy aspects of cloud computing solutions before
implementing them.
1 Understand the public cloudomputing environment offered by the cloud provider.
1 Ensure that a cloud computing solutiefboth cloud resources and clotzhsed
applications—satisfy organizational security and privacy requirements.
.

1
2
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1 Maintain accountability over the privacy and security ddta and applications
implemented and deployed in public cloud computing environmej3ts]

2.3 EGCfunded projects
A4cCloud ¢ Cloud Accountability Project
October 2012 March 2016

The recently completedA4Cloudproject [8] focusel on the Accountability for Cloud and
Other Future Internet Services as the most critical prerecuiifsit effective governance and
control of corporate and private data processed by cliwaded IT servicesThe goal of the
project wasto increase trust in cloud computing by devising methods and tbglsneans of
which cloud stakeholders can be made @aatable for the privacy and confidentiality tife
information stored in the cloud. These methods and toal®re designed tccombine risk
analysis, policy enforcement, monitoring and compliance auditing. They contribute to the
governance of cloud activities, providing transparency and assisting legal, regulatory and
sociceconomic policy enforcement. Thaustainable output of tb project is theA4Cloud
toolkit®, which supports accountable organisations irumning accountability practiceby
implementing the accountability functions that should be executed by the cloud and data
protection roles. At a high level, accountability tions can be classified as implementing
relevant preventive, detective and corrective accountability mechanisms. Preventive
mechanisms focus on mitigating the occurrence of an unauthorized action. The respective
functions include assessing a risk, ideyitiff and expressing appropriate policies to mitigate

it, and enforcing these policies via mechanisms and procedures put in place. Detective
mechanisms are used to identify the occurrence of an incident or risk that goes against the
policies and proceduréds place. The projedlsoproposes a cloud adoption risk assessment
model (CARAM), to help in assessing the various risks to business, security and privacy that
cloud customers face when moving to the cloud by leveraging information from cloud
customersCSPs and sever al public sources. |t i's pre
Adoption Risk pHM6sessment Model "

Cloud for Europg
June 2013 November 2016

Cloud for Europei n t he project’ s “Risk Analysis, Cert
document [10] determines a Risk Impact Analysis method and describes a method for

mapping required measures derived from certification schemes on Perceived Risk Impact

Levels. The project develops a scheme for Risk Impact Assessment suitable for Cloud for
Europe and ten appl i es it to the project’s pilots. i

" http:/Avww.a4cloud.eu/
8 http://www.a4cloud.eu/content/a4cloudtoolkit

® http:/Avww.cloudforeurope.eu/

1
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objectives of the European Cloud Partnership and help partners to adopt adeviled
European Cloud Computing Strategy for the public sector.

RISCOSSManaging Risk and Costs Open Source Software Adoption
November 2012; October 2015

The RISCOSS projgtt] offered novel risk identification, management and mitigation tools
and method for communitybased and industrgupported OSS development, composition
and life cycle management to individually, collectively and/or collaboratively manage OSS
adoption risks. Using advanced software engineering techniques, RI$@®&Sivered a
risk-aware technical decisiemaking management platform integrated in a business
oriented decisioamaking framework, which together support placing technical OSS adoption
decisions into organizational, business strategy as well as the broader OSS community
context. While leveraging recent advances in statistics, the RISCOSS platform is designed to
cover the reakequirements provided by five ussases. Telecommunications provider
Ericsson Italia will use RISCOSS in the risk management program it is implgrwestipport

its migration to a full open source paradigm.

ASSERT4S0Advanced Security Service cERTificate for SOA
September2010¢ October2013

Thepr oj ect’ s goal was to develop enhanced met hod:
continuouslyevolving SOAased software systems and services and make use of existing
certification processes within the SOA context (where possible), (ii) develop mechanisms and
tools for the assessment of S@rased systems' and services' trustworthiness, both atgies

time and runtime, based on systems and service certification, (iii) integrate the methods,
mechanisms and tools of {{ji) into the SOA lifecycld25] ASSERBOA produced novel
techniques, tools, and an architecture for expressing, assessing, and certifying security
properties for complex servieeriented applications, composed of distributed software
services that may dynamically be selected, assembled anthaeq, and running within
complex and continuously evolving software ecosystd2]. The project rached all its key
objectives,defined alladvanced concepts &ASSERT4SOA (language, ontology, composition)
and worked on the integration of the solutions, developed within the different activities, in a
common framework. In more detah\SSERT4S@4veloped:

1 Conceptual instruments including a consolidated versiothefASSERTSs language, a
common scheme for the three kinds of certificates, a refined version of the
ASSERT4SOA query language, schemes for composition of certificates and
ASSERTA4SOA ontology

1 Software components and prototypesAll components of ASSERT4S@Ad a
common integration frameworkvere developed as well as demonstrators for the
more advanced concepts.

ASSERT4SOA also defined a common, business motivated scenario based on a service
marketplace), which was the basis for the validation of the franméwd6]

1
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ANIKETO®- Ensuring Trustworthiness and Security in Service Composition
August2010¢ May 2014

ANIKETOS®onsidered the problem of ensuring security and trustworthiness of services,
which are composed dynamically at runtime. It provided methods to analyze new threats and
vulnerabilities and methods on how to solve them by providing a platform for security an
trust management of composite servicd26] The platform offers a set of design time and
runtime capabilities to support service developers and service providezstablish security

and trust in service compositipnand monitor such attributes in composite service
enactment. It, also, supports the online community with services for exposing reference
implementations, demonstrations and training material. ThealfirAniketos platform
integration delivers the appropriate testbed for evaluating the effectiveness of the Aniketos
concepts to support real life scenarios in critical domaiise project fulfilled all its primary
goals and the four components of the platin (the basic edition of the packapean be
found inthe projectsopen source community space at https://github.com/ AniketosEU.

The full set of functionalities is provided under a professional edition at a competitive price,
which in addition offers tl ability to extend the current list of threats and their associated
countermeasures of the threat management system.

NESSOSNetwork of Excellence on Engineering Secure Future Internet Software Services
and Systems

October2010¢ March 2014

NESSO®as analysed the problem of engineering secure softwabased services and
systems. The project vision is based on the idea that this kind of goal can only be achieved by
addressing security concerns from the beginning of system analysis and design. This
approach can in fact reduce the probability of service vulnerabilities and integrate security
treatment within the engineering process. NESSoS Cloud Execution Environneg)t (C
consists of a cloud system thatlows NESSo0S users to execute virtual machinemadlis
purpose is to provide a machine to run test suites of standalone and integrated NESSoS
related tools. A list of integrated tools and a brief description of them can be found in the
following and at the NESS0oS SDE"gi¢eg. CORAS Tool: a modelen approach to risk
analysis that consists of three tightly integrated building blocks, namely the CORAS method,
the CORAS language and the CORAS [Bd])Already 25 tools have beeimtegrated in this
environment.The research excellence of NESBelfs to increasethe trustworthiness of the
Future Internet by improving the overall security of softwaservices and systems. This
supports European competitiveness in this vital argéb]

CIRRUSCertification, InteRnationalisation and standaRdization in cloUd Security

October2012¢ December2014

10 http://ww.aniketos.eu/project

" SDE. Service Development Environment. http:/www.negsogect.eu/sde, 2013
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AORRU$%ocused on solutions for security and privacy in cloud computing. It aimed to address
those security and privacy concerns introduced by the need of moving sensitive services and
data to the cloud, migrating data between different cloud providers, dadilitating
businesses in joining the cloud infrastructure. CIRRUS also launched the CEN/CENELEC
workshog?on Requirements and Recommendations for Assurance in the Cloud in order to
provide recommendations for future cloud assurance stand§28% In its green papét for

the finalization of the projectt provides guidance orfecurity, Privacy / Data Protectioand
Service Level Agreements (SlcAyeringtechnological, policy and led aspects related to
cloud security This CIRRUS Green Paper contains a set of 21 recommendattbroverall
identifies trust, assurance and transparency asgjor enablers for cloud adoption, while
highlights specific actions needed in the areas of gggwrivacy and SLAs.

Published in 2015, this papegrovided recommendations for the next 5 years in Cloud
computing which focus on the areas of policy definition and enforcement, standard and
research Some highlights of those recommendations are:

1 Recommendation 1- Increase transparency and assurance though awareness,
education and certification of service and skills.

1 Recommendation 3Follow up to the European Cloud Strategy

1 Recommaedation 5- Reuse existing resources to develop EU attributeharge
infrastructure (AXI)

1 Recommendation 8 Create standardized metrics and protocols for the monitoring
of Cloud security attributes.

1 Recommendation 10 Designate Cloud forensics as an explicit subject in CSP/user
agreements

1 Recommendation 15 Standardize data deletion vocabulary and define good
practices for deletion in Cloud services.

1 Recommendation 20 Support cloud customers though standardization, certification
and tools for the management of Cloud security SLAS.

1 Reconmendation 21— Support CSPs in the definition of automated tools for
managing Cloud security SLAS.

CUMULUSC ertification infrastrUcture for MUItHayer cloUd Services
October 2012; September 2015

CUMULUS:xterded the work carried outin ASSERT4SOA.fdtused on developing an
integrated framework of models, processes, and tools supporting the certification of security
properties at infrastructure (laaS), platform (PaaS), and software application (SaaS) layers. Its
final goalwas to put service users, seéice providers, and cloud suppliers together with
certification authorities to ensure security certificate validity in the clogdrt this reason it
developedaninfrastructure for realizing certification processesd certification modelghat

12 CEN/CENELEC CIRRUS Workshbtip://www.cirrus-project.eu/sites/default/files/content

files/events/Programme_final v10 0.pdf

18D2.3 Green PaperFinal versionCIRRUS
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specify dfferent types of security properties of cloud servicedong with engineering
supportto addresgequirements [32]

The CUMULUS infrastructure can be used to define certification models, which reflect
certification profiles and processes used by traditional certification schemes (e.g. common
criteria) ornew certification profiles. The defined certification models are then automatically
executed by the CUMULUS infrastructure to realise the relevant certification processes and
generate the documentation, evidence and digital certificates expected by tfaei.

SPECSSecure Provisioning of Cloud Services based on SLA management
November 2013 May 2016

SPECS producedramework supporting techniques and tools faercentric negotiation of
security parameters in SLA, monitoribgsed verification of SLAs, and enforcement of SLAs
in the cloud. The SPECS framework provides techniques and tools for:

1 Enabling a usecentric negotiation of security parameters in CloudASalong with a
trade-off evaluation process among users and CSPs, in order to compose and use
Cloud services fulfilling a minimum required security level (termed QoSec or Quality
of Security in SPECS).

1 Monitoring in realtime the fulfilment of SLAsagged wi t h one or mor e

monitoring services also enable notifying both users and CSPs, wh8hAés not
being fulfilled (e.g. due to a cybaitack).
1 Enforcing agreed Cloud SLA in order to keep a sustained QoSec that fulfills the

specified securi y parameters. SPECS’ enf orcement

adapt s ™tima to fluctuatioms in the QoSec by advising/applying the correct
countermeasures (e.g. triggering a tactor authentication mechanism[33]

MUSA- MUIti-cloud Secure Applications
January 2014 December 2017

The main objective of MUSIA to support the securityntelligent lifecycle management of
distributed applications oveheterogeneous cloud resources, through a security framework
that includes:

91 securityby-design mechanisms to allow application ga@ibtection at runtime, and
1 methods and tools for the integrated security assurance in both the engineering and
operation of multi-cloud applications.

The MUSA framework leverages secubiyydesign, agile and DevOps approaches in multi
cloud applications, and enables the secudtyare development and operation of multi
cloud applications[34]

Projects funded by US National Science Foundation

Finally, research projects funded by the US National Science Foundatiora($863used

on different aspects of cloud security and assurance “Risk Assessment Techniques for
Off-line and OHine Security Evaluation of Cloud Compuitirfg013) project considers the
need of a security risk evaluation framework for cloud computing. It focuses on offline risk

management and online trust evaluatioand aims to support users in the evaluation of
.
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cloud service/resource trustworthiness. It aims to develop an-lio& assessment
methodology for cloud service providers assessment based on different applications, services
and vendor composition$29]

2.4 Case Studies

The Monetary Authority of Singapore (MA33] issued the Technology Risk Management
Guidelines (TRMGN) 2013 which address the existing and emerging technology risks within
the financial institutions.

The objective of the TRMG is fiomancial firms to establish a sound and robust technology
risk management framework, strengthen system security, reliability, resiliency,
recoverability and deploy strong authentication to protect customer data and systems.

Finally,the Federal Risk ahAuthorization Management Program (FedRAMPovided a
standardized approach to security assessment, authorization, and continuous monitoring for
cloud products and services. In particular, it released a document describing best practices
for acquiring ITas a service (CIO 2032)TheFedRAMP baseline security requirements and
unified framework for authorizing cloud environments allow Federal agencies to safely and
securely use the cloud, and enablesuse of these authorizations und€ederal Information
Security Management Act (FISMAhe FedRAMP baseline security requirements and unified
framework for authorizing cloud environments allow Federal agencies to safely and securely
use the cloud, and enables-tsse of these authorizations under FISNGS]

The InfeCommunications Development Authority (IDA) of Singa8é¢ updated its Cloud
Service Provider (CSP) Registry2014 to provide potential cloud consumers retiine

information on performance and availability of a CSP on top of existing staticdistimghe
Registry.

The reason behind this was to provide greatansparency for the benefit of cloud adopters
by making available online information about CSPs.

The near reatime enhancemenis enabledthrough a Memorandum of Intent between the

IDA andDynatracé® (formerly Compuware) to access information on CSPs' availability and
performancein near reaitime. Dynatrace wagsimed at providingree use of software tools

and expertise for the projectAlso, he latest 2015 edition of the Cloud Computiitg

Singapore booklétpr ovi des an overview of Singapore’s cl
consists of varietpf cloud adoption case studigeaturing@ ud Service Providers
achieving MultiTier Cloud Security certification. The booklet also cimstalirectory listings

of laaS/PaasS, SaaS, Cloud Technology Companies and Cloud Training HB8Jiders.

“cio 201 2https://cio.gov/wp-content/uploads/downloads/2012/09/cloudbestpractices.pdf

'3 Dynatracehttp://www.dynatrace.com/en/

18 Cloud Computing in Singaporettps://dl.dropboxusercontent.com/u/66814130/Cloud Computing
in Singapore Booklet/2015 edition/Cloud Computing in Singapore (2015 Edition).pdf
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2.5 Best Practices

ENI SA’"s “Security Framewor k [4] pavideSawmabzationme nt a l
of a generic security framework for governmental clouds. The proposedigeframework

is based on a collection and analysis of existing Cloud computing security literature, other
relevant security best practices, and on the few existing real life case studies of
Governmental Clouds in Europe. The final result is a secuaityefivork modelled into four

(4) phases, nine (9) security activities and fourteen (14) steps that details the set of actions
that we believe each Member States should follow for the definition and implementation of

a secure Gov Cloud. The generic securiynework has been empirically validated through

the analysis of four (4) Gov Cloud case studies namely Estonia, Greece, Spain and UK. The
real life validation of the security framework also serves the purpose of defining examples on

how some EU Member Stg are implementing security into their Gov Cloud apphesc

ENI SA has also produced a “Cloud Security Gui
understand the network and information security risks and opportunities they should take

into account wherusingthe cloud.[39]

TheUK'™ s a [opto atherccountries idetailed inthe second of a twepart paper that
assesses current trends in the adoption of public sector cloud computing by governments
around the world. Part | briefly overviesthe potential for and inhibitors to government

cloud growth, focusing on securignd risk management concerns and suggesting a role for
ISO standards, especially ISO 27001 and ISE 27018, in effectively addressing these inhibitors.
Part Il focuses on the structured approaches to cloud adoption taken by a number of
countries including ta UK, and suggests that countries looking to develop their public sector

Cl

de

clouds but without wishing to reinvent this par:

approach as a pathfinder.

“10 Principles and a Framework for AssessrhegtISACALS]: these 10 principles of cloud
computing risk provide a framework for cloud computing migratiand is presented in a

case studyThe principles aredsed on thelSACA Business Model for Information Security
(BMIS) and cloud assessment road map consisting of four guiding principles: vision, visibility,
accountability and sustainability

The framework suggested is not a panacea, as variations occur in each dfarentiservice
models (SaaS, PaaS or laaS) and deployment madistions also occur depending on
whether the private/community clouds are onsite, outsourced or virtual (virtual private
clouds) The proposed framework could be tailored to map varidasdcmodels (public,
community, private, or hybrid), and it could be expanded by mapping to detailed controls
within ISO 27001, COBIT, NIST and other guidance and regulatory requirements in various
industries.

COBIT 519]i s | @ew@amework for IT governance, risk security and auditing. COBIT 5

is a business framework for the governance and management of enterprise IT. It provides
globally accepted principde practices, analytical tools and models to help increase the trust

in, and value from, information systems. COBIT 5 builds and expands on COBIT 4.1 by
integrating other major frameworks, standards
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and BMISIt is also aligned with significant guidance and standards, such &g &ntL ISO.
The COBIT 5 framework is built on five basic principles, which are covered in detail and
includes extensive guidance on enablers for governance and management of eetéfpris

2.6 Elicited Requirements

Based on the desktop researphesented herewe proceeed to analyze anctlicit an initial
set of requirementsfor the development of the proposed risk profiles for Public
Administrations. These requirements are showi @ble2.

Table2. Risk Profile Requirements

ID Requirement Comment

R1 High assurance Despite aiming for a simplified approach for assessing ris
the developedrisk profilingmethodology should guarantee
the high assurance of the obtained results (i.e., resulti
impact level for the PA).

R2 Practicability The risk profiling methodologghould be easy to use ang
understand, even by nesecurity experts.

R3 Standards/best In order to facilitate its adoption, the risk profiling

practicesbased methodology should be based on wkhiown standards and
best practices.

R4 Non-cloud The risk profiling methodology should not be cloud speci

specific so also prospective cloud customers can also apply it bef
deciding moving to the cloud.

R5 Adaptable The methodology shoul@énable capturing the different in
the threat scenario$ound in thePAs

R6 Seltdirected The proposed approach should methodologically guide F
towards the elicitation of their risk profile.

R7 Contextbased The methodologyshould capture the current state of
security practice within the PA (even if it is not a clou
customer yet). Please also refer to R4.

R8 Focused on | Like any other risk assessment process, the risk prof

critical assets should be able to identify
critical assets (even if these are not clebaised).

R9 Improve security | Outcomes of the risk profiling process should aim towar

posture prioritizing areas of improvement and #eéng the security
strategy for thePA.

I http://www.itlibrary.org

2
0

D3.2 RISKBASED DECISION MA&GIMECHANISMS FOR ODGSERVICE IN THEBBRIEZ SECTOR


http://www.cloudwatchhub.eu/
http://www.itlibrary.org/

www.cloudwatchhub.ey @ CloudWatchHub

ID ‘ Requirement Comment
R10 Focused on | Apart from identifying the most critical assets (cf. BBjhe
highest risks PA the proposed methodology should also cleadiate the

most relevant risks associated to those assets.

R11 Automation The risk profiles should bgeasible to instantiate through
mechanisms like Service Level Agreements, but also us
software tools to empower customer PAs.

The set of requirements presented in the previous table has been used as a starting point to
develop the risk profile process shown in the next section.

3 Overview of the Risk Profile Development Process

This section presents an overview of the methodological approach profms€toudWatch2
to allow PAgleveloping and using.¢. deploy and monitor) cloud risk profiles. The proposed
approach has been designed taking into consideration the requiremelitged in the
previous section, and will be further validated and refined in D3.5

As mentioned in the previous section, most of the surveyed approaches to the assessment
and management of security risks generally focus on the needs of large organizatthns
non-cloud systems. A simpbgpproach designed fdPAs with the role of (prospective) cloud
customers does not exist at the state of the,avt atleast not in the form obest practices

and tools

One of the goa in CloudWatch2is to provide SMEs/As with a simple, efficient and

inexpensive approach tmlentifying and managing the{cloud)security riskdoth from the

technological and organization perspectivebhe resulting simplified approach.e. the

developed risk profileprovides small orgaizationsand public administrationgith a means

to perform cloud security selissessments. The approach has taken into account the
requirements elicited from relevant state of the art works (cf. Sec@prand it is instantiated
ontopofwelk nown CSA’ s best practices l8panhthé¢ y Cl oud
Enterprise ArchitectureHAL9). It is important to notethat both CSA CCM and CEAare

widely-use ndustrial practices, and have been mapped to relevant standards like NIST 800

53v4 and ISO/IEC 27002.

From the PA perspectivbe proposed approach brings the following benefits:

1 Simplicity, thanks to sguided seHassessment foPAs willing to develop a risk profile
without the need of (cloud) security expert knowledge.

8please refer tdnttps://cloudsecurityalliance.org/group/clougontrolsmatrix/

¥ please refer tdnttps://cloudsecurityalliance.org/group/enterprisarchitecture/#_overview
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9 Technical and organisational focus: the proposed apprach aims guidingAain the
elicitation of security controlswhi ch are “good enough?” for
These controls are based on the wktlown CSA CCM, and cover both technical and
organisational aspects of the (prospective) cloud customer.

1 A repeatable process for developing and using thesk profiles, which allowB/As to
periodicallyre-assess their ris in order to identify opportunities for improvement.

1 The whole process has kigh automation potential, therefore facilitating the
development of softwre applications to empowePAs in the creation and usage of
risk profiles.

9 Standards-based: in order to facilitate the industrial uptake of the proposed
approach, we have leveraged wkhown standards and begractices into its
development. As mentioned above, the underlying CSA CCM an&/&AS84 based
on international standards from ISO/IEC and NIST.

9 Cloud-specificity: to the best of our knowledge #re are not other approaches
aimed to develop cloudpecific risk profiles foPAs.

Step 3

* Selection of * Deployment
Security Security and
Posture Controls Monitoring of
Controls

Risk Profile Development Risk Profile Usage

Figurel. Development and Usage of Risk Profiles.

In D3.5 we will present the results of the empirical validatidrthe proposed risk profiling
approach, with a particular focus on itpplicability by norsecurity expert users from
European SMEs and PAs.

The proposed approach consists of three incremakrgteps (cf.Figure 1), which were
designed to fully cover the more traditional security managenldatycle (PlarDo-Check
Act). During the first step (SecuriBosture Assessmentfie user will qualitatively assess its
security posturei(e. obtain the resulting Impact Level) through a set of questionsigied
to seltdirect the PAIn the assessment of inherent clowpecific risks. Afterwards, during
Step 2, tle obtained Impact Level (any of Low, Moderate or Higitl)be used to select (i) a
set of components from the cloud security enterprise architecture (E8SAand (ii) the
corresponding CSA CCM security controls. Finally, during Step 3 the SME/PAloyilltltep
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controls and continuously monitor them through mechanisms ékg. cloud Service Level
Agreements (SLAS).

The rest of this document will further present the three proposed steps, which will be
validated and refined in D3 (vith a particular focusn SMES)

4 Step 1: Assessing the Security Posture

To create risk profiles foPAs we need to determine what information security risk
management is appropriate for theire. to assess their security postur€o achieve this, we
propose in Table 3 a questionnaire to explore at a managerial level, the threats,
vulnerabilities and the potential impac PAface in relation to its IT systems and the
information they contain. Theesignedquestions collect the information about the level of
exposure to threats and vulnerabilities that come from organization's business context, level
of exposure to informatiorsecurity incidents, problems and instabilities, level of exposure to
information security threats and vulnerabilities as a result of IT systems and the way of using
them, potential impacts as a result of its business, value of the information procesdéat an
stored on IT systems and value of IT systems to organization's business.

Table3. PA questionnaire for assessing its security posture

1. Please choose the statement below which best expresses how large and complex
organizatian is:
a. Local public administration or small agency, no contractors, or very few, a s
number of offices
b. Local public administration, mediugized agency or regional publich administratio
sometimes using contractors, a number of offices in the country
c. Regional public administration, large agency or central public administratiorn
number of contractors, a number of offices in the country
d. Central public administration or European public administration, many contract
offices in one or more countries
2. Pease choose the statement below which best expresses your organization's attitug
change and innovation:
a. Our organization changes slowly and innovation is not a high priority
b. Our organization changes to meet market and other requirements and we iro
as necessary
c. Our organization embraces change and seeks to innovate wherever possible
d. Change and innovation are critical to our organization's business model
3. To what extent do you feel that you may have information security incidents, problg
and installlities caused by nochuman factors?
a. Very little
b. Some
c. Potentially significant
d. Potentially critical
4. To what extent do you feel that you have information security incidents, problems
instabilities as a result of humaelated incidents from people eitliewithin your
organization (such as disgruntled employees or employees making mistakes) or ou
|
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your organization (such as competitors, criminals, social activists or terrorists)?
a. Very little
b. Some
c. Potentially significant
d. Potentially critical
5. Do youthink that the people either within or outside your organization, who may cad
incidents, problems and instabilities, are likely to be knowledgeable and have
resources to attack you?
a. Unlikely to be knowledeable and have effective resources
b. May have kowledge and effective resources
c. Likely to have knowledge and effective resources
d. Certain to have knowledge and effective resources
6. Which of the statements below best describes the complexity of your IT resources
number of different applications, sy&nhs and legacy software)?
a. Little complexity
b. Some complexity, but no legacy systems
c. Some complexity
d. Much complexity
7. Which of the statements below best describes your use of the Internet?
a. Internet access insignificant
b. Internet access useful to our business
c. Internet access important to our business
d. Internet access is business critical
8. Which of the statements below best describes the access ptfzr PAshave to your
organization's IT networks and resources (and vice versa)?
a. No access
b. Some access, but rested and not important to the business
c. Access is not widely used, but is important
d. Access is widely used and/or business critical
9. Which of the statements below best describes home working and remote workin
your organization?
a. No home or remote working
b. Wehave a small number of home and remote workers
c. Most of our employees and contractors sometimes work remotely or from home
d. Home and remote working is an integral and important part of our business mode
10. How strongly is your business affected by legal agilatory requirements?
a. Not very
b. Somewhat
c. Significantly
d. Critically
11. What would the likely impact on your organization be of your inability to access busi
critical information from your IT systems?
a. Little impact
b. Significant impact
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c. Severe impact
d. Criticalimpact, including breakdown of the organization
12. What would the likely impact on your organization be if changes were made to busi
critical information on your IT systems without your knowledge or authorisation?
a. Little impact
b. Significant impact
c. Severampact
d. Critical impact, including breakdown of the organization
13. What would the likely impact on your organization be if the confidentiality of t
business critical information on your IT systems was compromised?
a. Little impact
b. Significant impact
c. Severe imact
d. Critical impact, including breakdown of the organization
14. How significant are your organization's IT systems in enabling you to achieve
business objectives?
a. Incidental to our objectives
b. Useful in achieving our objectives
c. Very valuable in helping s achieve our objectives
d. Ciritical to enabling us achieve our objectives
15. What would the impact be on your business partners, customers and exte
stakeholders of a disaster to your IT systems?
a. Negligible or small
b. Significant
c. Very significant
d. Would causeevere damage

The PA's answers to tTalde3 qgan de fracassed iaiondez tos hown i
compute its actual security posturee. resulting impact level Details related to the
computation of the impact level will be presented in D3.5.

The followingsection will assume that an impact level has been computed, so it can then be
possible to proceed with the selection of security controls suitable for that specific PA.

5 Step 2: Selection of Security Controls

Thenext step in the proposed methodology takass i nput the PA’s i mpact
from the application of the questionnaire in Step 1), in order to recommend a set of security

controls suitablefor mitigatingthe identified risks At the state of practice, there is not rule

of thumb for mappingsecurity controls to impact levels. To the best of our knowledge only

NIST has performed a similar approach in the past faratgrol framework SP 8054 rev

[22], but with a particular focus on kk&sed Rs, which may not necessarily be cloud

customers
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The approach proposed in this deliverable leverages-knelivn security practices developed
by CSA due to (i) its market adoption, and ¢ijportunity to enhancethem with the
conclusions from both D3.2 and D3Ib. particular we refer to CSA CCM and E&3¥as
introduced next.

5.1 Introduction to Cloud Controls Matrix and Enterprise Architecture

The CSA CCNR3] provides a controls framework that gives detailed understanding of
security concepts and principles that are aligned to the Cloud Security Alliance guidance in 13
domains. The foundations of the@/ rest on its customized relationship to other industry
accepted security standards, regulations, and controls frameworks such as the ISO
27001/27002, ISACA COBIT|, ST, Jericho Forum and NERE a framework, the CSA
CCM provides organizations witlhet needed structure, detail and clarity relating to
information security tailored to the cloud industry.

The CSA CCM suitable for the purposes of developing risk profiles, because it is aimed at
enhancing existing information security control environments by emphasizing business
information secuty control requirements, reducing and identifyingpnsistent security
threats and vulneabilities in the cloud, providingtandardized security and operanal risk
management, and seekingo normalize security expectations, cloud taxonomy and
terminology, and security measures implemented in the cloud

INFORMATION | PRESENTATION SECURITY

TECHMNOLOGY SERVICES & R I S K
SEERATON MAMAGEMENT

& SUPPORT & APPL|ICATION
(ITOS) § SERVICES

INFORMATION
SERVICES

INFRASTRUCTURE

SERVICES
(SABSA) CITIL) (TOGAF) (Jericho)

Figure2. CSA Enterprise Architecture.

Cloud Security Alliantes Ent er pr i EA24)Asrbottna nethadology aed a(set of
tools that enable security architects, enterprise architects and risk management
professiorals to leverage a common set of solutions that fulfill their common needs to be
able to assess where their internal IT and their cloud providers are in terms of security
capabilities and to plan a roadmap to meet the security needs of their busifibesGA EA
(shown in Figure 18) is structured in a hierarchical man8evendomains exist at the top
level (e.g. BOSS and ITQS)hich are composed of containers, and in turn these are
comprised of one or more capabilitieBhe EAulfillsa set of common regjrements thatPA

risk managers must assess regarding the operatistals of internal IT security and cloud
provider controls. These controls are expressed in terms of security capalaifitidesigned

to create a common roadmap to meet the securityeds oftheir organisations.
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To fully define a risk profile, both CCM and EA camappedto the impact levels resulting

from the PA’s assess meThe initial fversiont &f sushentappmng,t y post u
presentedin the next section, will be based on NIST &Brev4 frameworK22]. The final

version of the 8k profiles (to appear in D3.5) will be also mapped to CSA CCM.

5.2 MappingImpact Levels to Security Controls

In order for PAsto selecta set of security controls and EA component§.e. domains,
containers and capabilitiegprresponding to the&eomputedimpact level, we have developed

a mapping linking all of these elemenid®e proposed mapping has been developed for the
purposes of this deliverable by leveraging the joint expertise of CSA and NIST, taking into
account that the later has performed a similar exercise with its own NIST-30ev4
framework [22]. It is worth noting that the mapping presented in this deliverab(ef.
Appendix A should be considered as a draft version of the fiG@dIM mappingo be
documented in D3.5

The NIST 8063 v4 controls reported under each one of columns Low Impact Level,

Moderate Impact Level and High Impact Level refer to the recommended controls that

should be implemented by the CSC/CSP (please also refer to S@ctidantrols shown in

the form “Control _I| D(Tgbles BB toiDlYfronm MI&Th88®E3)vA r ef er t o
Pleasenote that Appendix Ais also organized according to the elements referenogdCSA

EA (i.e., Domain, Container and Capability), in order to allow interested parties to focus

deployment efforts on specific building blocks of the cloud architecture.

Let us take for exampl&able4 which shows an excerpt of the full set of mapped controls
presented in Appendix A. In this case a Public Administration would be able to choose for

each one of the capabilities n"OX \iertt wdl ibzaasteild m”
complementary controls as required by the corresponding impact level. If the Public

Admi ni stration’s resulting i mpact | e-47e | equal s
(Developer Security Architecture and Degighould be requid to the CSP. However, in the

case of capability “TPM Virtual i z &btAcaess” it is 1

Restrictions foiConfigurationChangg, Si7 (Software, Firmware, and Information Integrity

baseline implementation)and also a scalled control enhanement SI7  ( sbfiwaré,

firmware, and information integrity | integrity checks. |t shoultdat be notic
recommendedc ont rol s are not incremental, therefore t
not required to be implemented by theSP in this particular example.

Table4. Mapping Impact Levels to NIST 888 v4 Security Controls

DOMAIN CONTAINER CAPABILITY | Low Impact | Moderate Impact | High Impact
(process or | Level Level Level
solution)

Virtual (O] PL-8, SC7 SA17 SC7(21)
Infrastructure: | Virtualization
Server

Virtualization
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DOMAIN CONTAINER CAPABILITY | Low Impact | Moderate Impact | High Impact
(process or | Level Level Level
solution)

Virtual TPM AG3, PL8, | CMS5,SI7,Si7(1) | CM5@3), Si
Infrastructure: | Virtualization SC12, SE13 7(6), Si7(9),
Server St7(10), Sl
Virtualization 7(15)

6 Step 3: Deployment and Monitoring of the Risk Profile

Sandhu[1] introduced the concept of goednough security driven by the principle of
“everything should be made asAsgiscassedearlieasn necessar
this deliverable, he dassical PDCA approaches (FlarCheckAct[2]) are increasingly being
considered by SMHE2As for assessing and managing their IT risk and security exposure
following adoption of oud services.In this sectiorwe further elaborate on the usage of
cloud SLA® to instantiate,deploy and monitor risk profilewith the targett 0 ac hi e v e
enough seciloudi ty” in the ¢c

6.1 Cloudsecurity SLAs(secSLAS)

Stakeholdersn the cloud communityd.g.the European Network and Information Security

Agency-ENISA-) have identified that specifying measurable cloud attributes in Sehével

Agreements is usefuin order to establish common semantics to provide and manage
assurance both for Cdike'Tkis is espedally Gipartantl from the t o mer s
security perspective, where the specification of security attributes is directly related to the

development and usage of the risk profiles advocated in this reporthis rest of this

section, those “security SLAs” wil/l be simply t e

good

Organizations targetingloud secSLA as a means to implement gendugh security
typically start with an introspective view that identifies both the assets to protect, taed
(probabilistic) risks to consider when migrating to ttieud, that is, thedevelopment of a
suitable risk profile as introduced in Secti8BnThe selectedloud delivery model and the
service type, in association witisk profile and correspondingecurity controls selected for
the ecosystem, need to be chosen such that the system preserves its security requirements.

The key element fothe successful adoptivofa¢ oud sol uti on ibthesed on se.
cloudservice cust omer ' bbudgpedfiecharactaristids, thegiteatéiral t he ¢
components for eachloud service type and démpyment model, along with eachlaud

actor’ s pr ecitatng a seture edogysteralthaeh eSS M Ednfiléntesin

accepting the risk from usingoud services depends on how much trust they placéhbse

2 Cloud SLAs are one of the most promising approaches to deploy and continuously monitor risk
profiles, but the authors acknowledge that some other mechanisms will contiousppearin the
short term €.g.cloud security certifications).

Zplease refer ttN | SA’ s report “Survey and analysis of securit
European public sectdr

2
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involved inthe toud ecosyst em’ sriskoprofileh and itsroaetlayiognrisk T h e
management processnsurethat issues are identified and mitigated early in the investment

cycle and followed by periodic reviews. B8MEs/PAs and CSRave difering degrees of

control over toud-based IT resources, they need éguitably share the responsibility of
implemerting and continuously assessing the security requirements.

6.2 From Risk Profiles to cloudsecSLAsS

Cloudcustomersneed to leverage their contractual agreements to hold @&P$and Cloud
brokers, when applicable) accountable for the implementation ofgbeurity controlstated

in the resulting risk profile They also need to assess the correct implementation and
continuously monitor althe identified security controls. But what are the elements of a
successfutloud risk profilingstrategy in order to rable the usage fecSL&?

A wellorchestrated process foBMEs/PAs willing to manage clotigks by leveraging risk
profiles into cloud secSLAs was initially propolgane of the authors of this deliverabie

[4]. The proposed approach, partially based on the more general Cloud Adapted Risk
Management Framework (CRM[B], is a cyclically executed process composed of a set of
coordinated activities for overseeing and controlling risks. This set of activities consists of the
following tasks:

1 RiskProfiling/Assessment,
i Risk Treatment, and
I Risk Control.

These tasks collectively target the enhancement of strategic and tactical security through
secSL#A A cloud customecentric approach for implementing the activities mentioned above
is shownin Figure2 and presented next:

RiskProfiling/Assessment Activitiethese activities aim to (i) create the risk profile for the
SME/PA, and (iieect the baseline and tailored supplementddud secuity controldcloud
enterprise architecture component8oth stages have been presentedSections4 and 5
respectively.

Risk Treatment Activitiesnce the security controls have been elicited, the following steps
take place:

1 Step 3— Select the Cloud ecosystem architectbmsed on CSEA that best suits
the assessmentesults for the system.

1 Step 4- Assess th&€SPoptions. Identify the security controls needed for the system
the CSPhas implemented. Negotiate the implementation of any additional security
controls that are identified. Identify any remaining security controls that fall under
the S ME / esporsibility for their implementation.

Risk Control Activitieshis final stageaims to deploy and continuously monitor/refine the
secSLA. The following steps take place:

9 Step 5~ Select and authorize @SRo host theS ME / hfdrmation system. Draft a
SLA/secSLiAat lists the negotiated contractual terms and conditions.

2
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1 Step 6— Monitor the agreed CSP secStoAensure that allservice levels objectives
(SLOsare being metand the risk profile is kept undacceptablethresholds (e. the
cloud-based system maintains the necessary security pojtienitor the security
controlsthat fall under theS ME / Regporsibility.

Risk Profiling/
Assessment

[ ldmpact
| analysis |
) '\ (profiling) / e
o / ) o
/ 6-Monitor N £ 2t
[ CSPand | f security |
own / \ /
_ \_ controls / CoMly0s )/
[=] © /
= ; —
g ) Cloud Baoseline & tallored
o < SLOs
= 3 secSLA
& 5
© SSelect /
\ 3-Select
e e
AT : \ arch. /
N ~ : X
4-Assess
CSPspecificandown | available
sto’s | CSPs /
N Risk Treatment

Figure3. Cloud secSLA development within a risk management framework.

A riskbased approach to managing information systems is an holistic activity that should be
fully integrated into every aspect of tHeME/PAfrom planning and system development life
cycle processes (Steps-12) to security controls allocation (Steps-%). The selection and
specification ofrisk profiles andsecurity controls support effectiveness, efficiency, and
constraints via appropriate laws, directives, policies, standards, and regulations. The resulting
risk profile andset of security controlgbaseline, tailored controls, controls inherited from
providers and underS ME / Pdkectsimplementation and management) derived from
applying theproposed approacliSteps 1 4) lead gradually to the creation of the secSLA in
Step 5.Readers interestedrothe details associated to the creation of a secSLA based on the
elicited security controls can refer tpl]. The following subsection briefly discusses an
approach for SMEs/PAs to continuously guarantee compliance with a developed risk profile
based on the agree@SFsecSLA.

6.3 Risk control through Cloud secSLA.

Once a Cloud secSLA is built and agreed with the CSBMEBA?Aow has a mechanism to

monitor the fulfilment of the requestedsecurity SLOsThis is the essence of the risk control

stage inthe proposed approach Despiteits apparent feasibility, to the best of our

knowledge, there is a paucity of efforts exploring this area. One reason limiting the

devebpment of such secSLA monitoring solutions arises from the laadoaftspecific

standards associated with SLA' s, SLO’ s, and metr

Oncethe mechanisms for monitoringcoud secSLA’ s are in place, it i
the fulfilmentof agr eed s e lbywonsegugnceSals@df alicited rseturity controls

3
0
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associated with the risk profil&/hen the monitoring stage deteciotential deviations from
expected valuesi.e. SLA violations)these can be managed by the CSRaugh actions
ranging from changes to the current secSloAermination of the agreedloud service. Once
again, the academic/industry efforts addressing this issue seem to be lacRomge

prominent works in this specific area will be discussed in D3.5

7 Conclusions

Despite theevident usefulness of ICT security risk assessments for (prospective) cloud
customers, in particular from public sector, this deliverable has acknowledged the complexity
associated to state of practice approaches. The inherent reménts of traditional risk
managementmethodologies(e.g., the need for security experts), has motivated the ICT
security community to look for simplifiedpproacheswhich are more appropriate for PAs

and SMEsln this report we have advocated for the ueérisk profiles as an approach to
simplify assessing the security posture of a PA that is (i) considering moving to the cloud, or
(ii) is already a user of this technology.

Based on a desktop research this report has elicited a set of requirements tirdedelop a
methodological approach farreatingand using risk profiles, which are particularly suited for
Public AdministrationsThe proposed methodology consists of three vigdntified steps
covering the whole security lifecycle from a risknagemat perspective.Our proposed
approach does not require the use of expert knowledge and has the added benefit of

allowing the conti nuous lavgl Furthermareg tve have showin t he PA’
the flexibility of the contributed approach by lesging risk profiles into cloud Service Level
Agreements as just one potenti al mechani sm for

ri sk appetite”

The next version of this documef(ite., D3.5will present a validated version of the proposed

methodology The validation process will take place by developing relevarmwedtl use

cases, and getting feedback from stakehol ders (
Europe” project). A | riskgprofide8 (cdverimgibdtH PAslaBiEs)me nt a s et
and provide a further focusn best practices for deploying automated tools instantiating the

different stages of theontributedrisk profiling methodologyAlso, we are planning to show

how to leverage the proposed methodology usibgst practicedike CSA Cloud Controls

Matrix.
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8 Appendix A. Security Controls Mapped to Impact Levels

This appendix contains the full list of NIST -880v3 security controls mapped tg (mpact levels, and (ii) CSA Enterprise Architecture building blocks.

Section 5 presents in further details the dataownin this table.

DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
BOSS Compliance Intellectual Property | AG1l, AG2, AG3, AG8, | AG2(1), AR(2), AC2(3), AG2(4), | AG2(11), A(13), Ac
Protection AC17, AGL8, AGL9, AC | AG2(5), AR(7), AR(9), AC | 6(3), AG(7), AGB(8), AC

20, AU1, AU2, AU3, AU | 2(10), AQ(12), A%, AG4A(21), | 18(4), A@1(2), AUL3,
12, AUB, AU9, AT1, AT | AG5, AG6, AG6(1), AGB(2), AC | CM3(1), CM5(1), CM
2, AT3, CM1, CM2, CM | 6(5), AG(9), AGB(10), ACLO, AC | 5(3), CM5(4), CM6(2),
3, CM4, CM5, CM6, CM | 11, AGL1(1), ACL2, AGL7(9), AC | CM8(4), MA4(3), PE
7, CM8, CM10, CM11, | 18(1), ACL9, AGL9(5), A0(1), | 2(3), PE3(1), PEB(4), PS
IAL, IA2, IA2(1), IA4, 1A | AG20(2), AQ1, AU2(3), AU3(1), | 4(2), PS(3), RAS(4), RA
5, IA5(1), IA6, IA7, IA8, | CM2(1), ®-2(3), CM2(7), CM | 5(6), RA-5(10), S@, SEC
MA-1, MA2, MA3, MA4, | 3(2), CM5, CM6, CM7(2), CM | 7(8), S&(10), S&(11),
MA-5, MR1, MP2, MR4, | 7(5), CM8(1), CM8(3), CM8(5), | SG7(14), S@(15), SC
MP-5, MR6, PEL, PE2, | IA5(4), IA5(6), IA5(7), MA3(3), | 7(18), S@(21), S&4, S
PE3, PE6, PL1, PL4, PS | MA-5(1), MR5(4), PE4, PE5, PE | 7(10), SLO(5)
1, PR,PS3, P, PS5, | 6(1), PE4(1), RAS(1), RAS(2), RA
PS6, PS7, RAl, RA2, | 5(5), S, S&, Scr(5), S€/(7),
RA3, RA5, SE1, SE7, SE€ | SG8(1), S€10, SE18, S&3, S
8, SC12, SE13, SEI5, S€ | 28(1), SB(1), SB(2), SK(4), ST7,
28, SE39 SHO, Sl16

BOSS Data Governance Handling/ Labeling/ | AG1, AG3, AG4, ATL, MP-3, MR5, MR5(4) ACG16

Security Policy

AU1, CAl, CM1, CP1,
A1, IR1, MALl, MR1,
MP-2, PE1l, PLl, P81,
RA1, SAl, SEel, Si1, S
12
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
BOSS Data Governance Clear Desk Policy MP-1, MR2, MR7 MP-4, MR5, MR5(4), MR7(1),
PE5
BOSS Data Governance Rules for Information | AG1, CPL, IAL, IR1, SE€
Leakage Prevention 1, Si1, Appendix J
BOSS Human Resource | Employee Awareness AT-1, AT2, AR5 AT-2(2)
Security
BOSS Security Monitoring | Market Threat | AU6,CA2, IR4, IRS AU-6(1), AU6(3), CA2(2) AU6(5), AU6(6), IR4(4),
Services Intelligence IR4(6), IRA(7), IRA(8), IR
5(1), SH(19), ALB(9)
BOSS Security Monitoring | Knowledge Base PL-2, SA5 PL-7, PL8 -
Services
BOSS Compliance Audit Planning CA2, CA2(1), CA7, PE2 CA2(2), CA7(1), PE2(3) PL-8(1), PEB(2)
BOSS Compliance Internal Audits CA2, CA2(1), CA7, P2 CA2(2), CA7(1), CA8, CA8(1), | CA7(3)
PL-2(3)
BOSS Security Monitoring | Event Mining AU-6, CA7, RA5, Si4 AU-6(3), RA5(6), RA5(8, SH(2) AU-6(4), CA/(3), SHK(11),
Services SH4(13), SK(18)
BOSS Security Monitoring | Event Correlation AU6, CA7, IR4, RA5, SI | AU6(3), S¥(16) AU6(6), AUG(9), IR4(4),
Services 4 IR4(8), RA5(10)
BOSS Security Monitoring | Email Journaling SI3, Si4 Sk3(7), SU(5) SH4(10), SK(12)
Services
BOSS Security Monitoring | User  Behaviors and| AG2, AULl, AU2, AU3, | AG2(12), AU-6(8)
Services Profile Patterns AU-6, AU12, AU-2(3), AU3(1), AU6(7)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
BOSS Legal Services E-Discovery AU, AU2, AU3, AU4, | AU3(1), AU7, AU7(1), AU9(2), | AU3(2), AU9(3), AU
AU8, AU9, AUll, AU | AU9(4), IR4(1), IR6(1), IR7(1), | 12(1), IR5(1), AU9(5),
12, IR4, IR5, IR6, IR7 IR7(2) AU9(6), AU10, AU10(1),
AU-10(3), IRA(7), IR4A(8)
BOSS Legal Services Incident Response Legall AU-1, IR1 - AU-10, AU10(1), AU
Preparation 10(3)
BOSS Internal Investigations Forensic Analysis AU6, IR5, IR7 AU6(1), AU6(3), AU7, AU7(1) AU6(5),AU-6(6), AU6(7),
AU-6(8), IR5(1)
BOSS Internal Investigations e-Mail Journaling AU1l, AU2, AU3, AUS, AU3(1), AU7, AU7(1), AU9(4), | AU9(2), AU9(3), AU
AU8(1), AY9, AU11, AU IR6(1) 12(1), AU12(3), AUl4,
12, IR1, IR6, SEL, Si4 AU-14(2)
BOSS Compliance Independent Audits CAl, CA2, CA2(1), CA7, | CA2(2), CA7(1), CAB, CA8(1), | CAT7(3), SALL(3)
RA3, RA5 RA5(1), RA5(2), RA5(3), RA5(6),
RAS5(9), SAL1
BOSS Compliance Third Party's Compliance | AG20, CA3, PS7, SA9, AG20(1), SA(1), SAM(2), SA | -
SA12 9(3), SA(4), SA(5)
BOSS Operational Risk | Business Impact Analysis | CM4, CP2, RAl, RA2, CM3, CM9, CP2(3), CR2(8), CP | CR2(4), CP2(5),SAl4
Management RA3, P2, SA3, SA9 8, CP3(1)
BOSS Operational Risk | Business Continuity CR1, CP2, CP3, CP4, CP | CR2(1), CR2(3), CR2(8), CR4(1), | CR2(2), CR2(4), CR2(5),
Management 10, IR4 CR6, CP6(1), CP5(3), CF7, CP | CR2(7), CR3(1), CR(2),
7(1), CPI(2), CPI(3), CR, CP | CR6(2), CF/(4), CRB(3),
8(1), CPg2), CP9, CP(1), CP | CR8(4), CP(2), CP(3),
10(2) CR9(5), CPLO(4), IRA(3)
BOSS Operational Risk | Crisis Management CR1, CP2, CP3, CP4, CP | CR2(1), CP2(3), CP2(8), GR1), | CR3(1), CPLO(4), IR2(1),
Management 10, IR1, IR2, IR4, IR5, | CR10(2), IR3, IR3(2), IR4(1), IR | IR2(2), IR4(4), IR5(1), IR

IR6, IR7, IR8

6(1), IR7(1)

3(1), IR4(3), IRA(7), IR
4(8), IR4(10), IR, IR10

3
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
BOSS Operational Risk | Risk Management | RA3 - SAl4
Management Framework
BOSS Operational Risk | Independent Risk | CA2, CA7, RA3 CA2(1), CA7(1) CA8, CA3(1)
Management Management
BOSS Security Monitoring | Database Monitoring AUL1, AU2, AU3, AU8, | AU2(3), AU3(1), AU8(1), CA | AU12(1), AW3(2), AU
Services AU12, CA7, Sl4 7(1), SHK(1), SK4) 12(3), SH(14), SK(19),
CAT7(3), S¥(20), SK(22),
SH4(23)
BOSS Security Monitoring | Application Monitoring AUL1, AU2, AU3, AU8, | AU2(3), AU3(1), AU8(1), CA | AU12(1), AW3(2), AU
Services AU12, CA7, Sl4 7(1), SHK(1), SK4) 12(3), SH(14), SK(19),
CAT7(3), S¥(20), SK(22),
SH4(23)
BOSS Security Monitoring | EndPoint Monitoring AU1, AU2, AU3, AUS, AU-2(3), AU3(1), AU8(1), CA | AU12(1), AU3(2), AU
Services AU12, CA7, Si4 7(1), SHK(1), SK(4) 12(3), SH(14), SK(19),
CAT7(3), S¥(20), SK(22),
S-4(23)
BOSS Security Monitoring | Cloud Monitoring AU1, AU2, AU3, AUS, AU-2(3), AU3(1), AU8(1), CA | AU12(1), AU3(2), AU
Services AU12, CA7, Si4 7(1), SHK(1), SK(4) 12(3), SH(14), SK(19),
CAT7(3), S¥(20),SH4(22),
SH4(23)
BOSS Data Governance Secure Disposal of Data | SA3, MR6 MP-6(2) MP-6(1), AGA(13), MP
6(8)
BOSS Human Resource | Employee Termination AG2, PE2, P$4, PS5 PS4(2),PS4(1)
Security
BOSS Human Resource | Employment Agreements | AG20, AT2, CA3, Pk4, | AG6, AG20(1), AK0(2), CF, SA12, SA12(12)
Security PS6, PS7, SA9 CR7, CP8, PL4(1)
BOSS Human Resource | Background Screening PS2, PS3, PS7, SA9 PS3(3) PS3(1), SA21

3

D3.2 RISIBASED DECISION MAGRIMECHANISMS FOR ODGSERVICE IN THBBRIEC SECTOR

5



http://www.cloudwatchhub.eu/

www.cloudwatchhub.ed @CloudwWatchHub

DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
Security
BOSS Human Resource | Job Descriptions AG1, ATF1l, AU1, CA1, CM9 -
Security CA2, CM1, CPL, IAL, IR
1, MA1, MR1, PE1L, PL1,
PL-4, PSl, P2, PS3, PS
7, RAL, SAl, SA3, SEl,
SH
BOSS Human Resource | Roles and Responsibilities| - AG5, AC6
Security
BOSS Human Resource | Employee Code of | P4, PS5, PS8 PL4(1)
Security Conduct
BOSS Compliance Information Systems | AC1, AFl, AU1l, CA1, - -
Regulatory Mapping CM1, CPL, IALl, IR,
MA-1, MR1, PEL, PL1,
PL-4, PS1, RAL, SAL, SE€
1,si1
BOSS Data Governance Data  Ownership | | ACl, AG2, AG3, AGl7, | AC4, AGA(5), AGA(6), A&, AC | AC9, SI7(2), AC3(7), AC
Stewardship AC18, AG19, AG20, AT | 6(6), ACLO, AG12, CM9, CP2 3(8),ACG3(9), AGA(8), AC
3, CM8, 1A2, IA8, MAS, 4(18), AG5(7), ACL6, AC
PL-4, PS1, P2, PS3, PS 24, P$5(1), PSH(3)
4, PS5, PS6, PS7, PS8,
RA2
BOSS Data Governance Data Classification RA2, RA3
BOSS Security Monitoring | Managed (Outsourced) | AG20, PS7, SA4, SA9 AG20(1), SA(1), SA(2) SA4(5), SA(3), SA(5)
Services Security Services
BOSS Legal Services Contracts SAl, SA4, SA9 SAA(1), SM(2), SAM(9), SA(2) SA12, SAA(3), SA(5),

SA9(1), SA(3), SA(4),
SA9(5), SAl2(1), SA
12(2), SAL2(7)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
BOSS Security Monitoring | Honey Pot - - SG26, SE35
Services
BOSS Security Monitoring | Real Time Internetwork | CA7, Si4 CAT7(1), SH(2), SK(4) SH4(11), S¥(12), SK(18),
Services Defense(SCAP) SH4(22)
BOSS Data Governance Rules for Data Retention | AU-11, MR6, SA3, Si12 - -
BOSS Security Monitoring | Security Information and | AU-6, AU12, Si4 AU6(1), AU6(3), SU(5), AU6(5), AUB(6), AU6(9),
Services Event Management AU-12(1),AU12(3), Sl
(SIEM) Platform 4(3), SK(16), S¥u(17), Sl
4(23)
BOSS Security Monitoring | Anti Phishing SCG7, Si4, Si8 SI8(1), SB(2) SC7(11), SK(10), SK(23)
Services
BOSS Compliance Contract/ Authority | AG2, AU1, AU2, AU3, | AG2(4), AG, AGC6(9), AU2(3), | AG2(12), AW3(2), AU
Maintenance AUB, AU12, CA2, CA5, | AU-3(1), AU6(1), AUB(3), CM3, | 6(5), AUB(6), AU12(1),
IR5, PE3, PE6, PE3, RA | CM5 AU12(3), CMb(1), IR
1, RA3, RA5, Sz, Si2, 5(1), AU6(4), AU6(7),
SH4, Si7 AU6(9), AU12(2), Au14,
AU-14(2), AU16, RA5(8),
RAB, SE7(9), S€Z(15),St
7(8)
BOSS Operational Risk | Operational Risk | CA2, RA1l, RA2, RAS3, CA2(2)
Management Committee RAS5
BOSS Operational Risk | Key Risk Indicators RA1, RA3 RAG6, SA14
Management
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
BOSS Security Monitoring | Counter Threat | CA7, RA3 CA7(1), CA8, CA8(1) CAT7(3)
Services Management
BOSS Security Monitoring | Security Operation | AU-12, CA7, Sl4 CAT7(1), S¥(5) AU-12(1),AU12(3), Sl
Services Center (SOC) Portal 4(3), SK(16), SK(17), Sl
4(23)
BOSS Security Monitoring | Branding Protection - - AU-13, AU13(1), AU
Services 13(2)
ITOS IT Operations Resource Management - AG5 -
ITOS IT Operations Resource Management AG2, AG3, AG20, AT2, AG6, AG20(1), CMb, IA5(3) AG2(11), A(12), CM
IA4, IA5, IA8, MA5, PL 5(5), SA21, SEA3
4, PS6, PS7, SA9
ITOS Service Delivery Information Technology | CR1, CP2, CP3, CP4,CR | CR2(2), CF2(3), CR2(8), CFs, PE11(1), CR2(4), CR2(5),
Resiliency 9, CP10 CR7, CP8, PE11 AU-15, CP2(6), CPL1, CP
12, CP13, PEL1(2), SiL3
ITOS Service Delivery Information Technology | AU4, CP2, SA2, S& CR2(2), PEL1 PE11(1), S&(2), AU4(1),
Resiliency PE11(2)
ITOS Service Support Configuration CA7,CM2, CM3, CM8 CA7(1), CM2(1), CM2(3), CM CM2(2), CM3(1), CM
Management 2(7), CM3(2), CM8(1), CM8(3), | 8(2), CM8(4), CM8(7)
CM38(5)
ITOS Service Support ProblemManagement AU1, AU2, AU3, AUSG, AU2(3), AU3(1), AU6(1), AU | AU3(2), AU6(5), AU
AU12, CA7 6(3), CA7(1) 12(2), CA3)
ITOS Service Support Problem Management IR4 - -
ITOS Service Delivery Asset Management
ITOS Service Support Configuration RAS, SA3, SA SA8, SA10, SAll, Si7, Si7(1), | SAL5, SAL7, Si6, Si7(2),

3
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
Management S (7) SH/(5),
ITOS Service Support Configuration CM1, CM2, CM6 CM2(1), CM2(3), CM2(7), CM3, CM2(2), CM3(1), Cwm
Management CM3(2), CM5 5(1), CM5(2), CM5(3),
CM6(1), CM6(2)
ITOS Service Support Configuration CM38 CM8(1), CM8(3), CM8(5) CM8(2), CMB(4), CM
Management 8(8)
ITOS Service Support Knowledge Management | SI5 - -
ITOS Service Support Knowledge Management | AG1, AT-1, AUl, CA1,
CM1, CP1, IA1, IR1,
MA-1, MR1, PEL, PL1,
PS1, RAL, SAL, Sel, Si
1
ITOS Service Support Knowledge Management | AT-1, AF2, AF3 -
ITOS Service Support Change Management CM1, CM2 CM3, CM3(2), CM5, CM5(3), | CM3(1), CM5(2), CM
CM9, SA10 3(4), CM5(4)
ITOS Service Support Change Management CM1, CM4, CM6 CM3, CM3(2), CM5, CM5(3), | CM3(1), CM4(1), CM
CM9 6(1), CM3(4)
ITOS Service Support Change Management CM1, CM4 CM3, CM9, SA10 CM3(4)
ITOS Service Support Change Management CM1, CM2, CM4, CM6 CM3, CM3(2), CM9 CM3(1), CM4(1), CM
3(4), CM4(2)
ITOS Service Support Release Management CM1, CM2, CM8, Si2 CM2(1), CM2(2), CM2(3), CM3, CM3(1), CM8(4), CM

CM3(2), CM9, SAL0

3(5), CM8(9), SALO(4),
SA10(5), SR(6)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
ITOS Service Support Release Management CM1, CM2, CM5, CM8, CM2(2), CM2(3), CM3, CM3(2), | CM3(1), CMB(2), CM
Sk2 CM8(1), SALO 8(4), CM3(5), CM3(9),
SA10(4), SALO(5), SR(6)
ITOS IT Operations DRP CR1, CP2
ITOS Service Support Configuration AU4, CP2, SA2, S5 CR2(2), PEL1 PE11(1), SE&(2), AU4(1),
Management PE11(2)
ITOS Service Support Incident Management CR2, IR1, IR4, IR5, IR6, IR4(1), IR6(1) IR4(2), IRA(3), IR4(4), IR
IR7, IRS, 4(6), IRA(7), IR4(8), IR
4(5), IR4(9), IR4(10), IR
9, IR10
ITOS Service Support Incident Management AU-6, Si4 AU-6(1), SK(2), SU(5) SHA(7), SKU(12)
ITOS Service Support Incident Management IR4, IR5, IR8 IR4(1) IR5(1)
ITOS Service Support Incident Management IR1, IR4, IR5, IR6, IR8 IR4(1) IR4(4), IRA(7), IRA(8), IR
5(1), IR4(10), IR10
ITOS Service Support Problem Management AU6, CA7, IR5, RA3, | AU6(1), AU6(3), CA7(1) AU-6(5), IR5(1), CA/(3),
RA5 RA5(6)
ITOS Service Support Problem Management IR1, IR2, IR4, IR8 IR4(4)
ITOS Service Support Knowledge Management | AU-6, CA7, IR1, IR4, IR | AU-6(1), AUG(3) AU-6(5), AU6(6), IR4(4),
5, MA6, RAS IR5(1),
AU6(4), AU-6(9), CA7(3),
MA-6(2), RA5(6)
ITOS Service Support Change Management Si2 CM3, CM5, CM9, SA10 CM3(1)
ITOS Service Support Release Management SI2 CM3, CM3(2), CM9, SA10, SI | Sk2(1)

4
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
2(2)
ITOS Service Delivery Asset Management
ITOS Service Support Incident Management IR1, IR4, IR5, IR6, IR7, IR4(1), IR6(1), IR7(1), PL8 IR4(4), IR5(1), SAL7, IR
IR8 4(3), IR4A(7), IR4(8), IR
4(9)
ITOS Service Delivery Application Performance
Monitoring
ITOS Service Support Release Management CM2, CM4, Si2 CM3, CM3(2), SALO CM3(1), CM3(4), CM
4(1), CM2(6), CM4(2)
ITOS Service Support Release Management CM2, CM6 - CM2(2), CM6(1)
ITOS IT Operations DRP (Digital rights | CM-10 CM10(1) -
protection)
ITOS IT Operations IT Governance - PL-8, SA3 SA15, SAl7, SAL7(1),
SA17(3)
ITOS IT Operations IT Governance - - -
ITOS IT Operations PMO AU6, CA7, IR5, RA3, | AU6(1), AU6(3) AU6(5), IR5(1), RA5(6),
RAS IR10
ITOS IT Operations PMO SA8 SA15, SAL5(1), SAL5(2)
ITOS IT Operations PMO CA2, CA5, CA7, RA3, CM3, SAl11, Si2(2), S2(3) SI2(1), CA7(3), S2(5) }
RAS5, Si2
ITOS IT Operations Portfolio Management CR2, PL1, PE2, RA2, RA | CR2(8), PL8 SA8, SA14
3
ITOS ITOperations Portfolio Management CR2, PL1, P2, RA2, RA CR2(8), PL8 SAS8, SA14

3

4
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)

ITOS Service Delivery Service Level | SA9 CPR8
Management

ITOS Service Delivery Service Level | SA9 CPR8
Management

ITOS Service Delivery Service Level | AG20, CA2, CA7, PS7, | AG20(1), AR0(2), CAR(1), CA | CA2(2), SAM(1), SAM(@3),
Management RA2, RA3, SAl, SA4, 7(1), SA(1), SM(2), SAM(9), SA | SA9(5), SAL2, SAL5, SA

SA9, Sl4 4(10), SAM(2), SAL1, SH(2), SI | 16, SAL7
4(4), SK(5)

ITOS Service Delivery Service Level | AU-12, CA7, SA4, SA9, CA7(1), SAM(1), SA(2), SAM(9), | AU12(1), AWU12(3), S

Management St SA4(10), SA(1), SA(3), SK(2), | 4(3), SK(16), SK(17), S
SkA(4), SK(5) 4(23)

ITOS Service Delivery AssetManagement CAS5, RA3, SA2 - -

ITOS Service Delivery Asset Management RAS3, SA2 - -

ITOS Service Support Problem Management CM1, CM2, CM3, CM4, CM2(1), CM2(3), CM3(2), CM CM2(2), CM3(1), CM

CM6, CM7, CM8, CM9 8(3), CM8(5) 6(1)
ITOS Service Support Knowledge Management
Application Services Security Knowledge | Attack Patterns RAS5, SAll, S&5, SH4 RAS5(1), RA5(2), SK(2) RA5(6), RA5(10), SA
Lifecycle 11(6), SAL5, SAL5(5), SE€

5(3), SH(13)

Application Services

Connectivity & Delivery

Application Services Security Knowledge | Security Design Patterns | SA3, SA4 PL-8, SA4(2), SA(8), SAM(9), SA | SAL5, SAL7, PEB(1), SA
Lifecycle 8, SA10, SA11 4(5), SALO(5), SAL1(6),
SA15(3), SAL5(5)
Application Services Security Knowledge | Security Application | SA3, SAM SA8 SA15, SAL7, SAA(3)
Lifecycle Framework- ACEGI

4
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DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Application Services Development Processes | Self Service RAS SA10, SAL1, SAL1(1) SA10(4), SAL0(5), SA
11(4), SALL(8)
Application Services Development Processes | Self Service RAS RA5(1), RA5(2), RA5(5)
Application Services Development Processes | Self Service AU4, AU5, CRP2, SA2, | CR2(2) SC5(2), SE5(3), AU5(3)
SG5
Application Services Development Processes | Software Quality | CA2, RA5, SA4, SA8, Si CA2(2), CA8, CM3, CM3(2), SA | SA11(5), RA(3), SA
Assurance 2 10, SAL1, SAL1(2) 11(1), SAL1(4), SAL1(8)

Application Services

Integration Middleware

AG3

SH7, Si7(1)

AU-10, SI7(2), ST7(5),AG
16, AU10(1), AUL0(2),
SA18

Application Services

Abstraction

AGL, AG2, AG3, IAL, IA
2, 1A2(1), 1Ad, 1A5, IA
5(1), IA5(11), 1A8

AG2(1), ARQ(2), AQ(3), AQ(4),
AG4, AG5, AGB, AGB(1), AC
6(2), AGB(5), AGB(9), AGB(10),
AG12,1A2(2), IA2(3), IA2(8), IA
2(11)

AG2(13), AGB(3),
16, AG25 }

{ Ac

Application Services Programming Interfaces | Input Validation - SHO SHO0(2), S10(3), SiLo(4),
SHLO(5)
Application Services Security Knowledge | Code Samples AT-3,RA5, SA8 SAl1 SAl11(1), SALl(4), SA
Lifecycle 11(8)
Information Services BOSS Audit Findings CAl, CA2, CA2(1), CA5, | CA2(2), CA7(1), CAB, CA8(1), | SAl11(3)

CA7, RA3, RAS

RA5(1), RA5(2), RA5(3), RAS(6),
SAll
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
Information Services SecurityMonitoring eDiscovery Events AU-2, AU3, AU4, AU9, AU-3(1), AU7, AU7(1) AU-7(2), AU11(1), PEB(3)

AU11, IR4, PEG, Si4, Si
12

Information Services

Reporting Services

Dashboard

Information Services

Reporting Services

Data Mining

AG23,AU13

Information Services

Reporting Services

Reporting Tools

AU6, AU7, AU12

AU6(1), AUB(3), AU7(1)

AU6(5), AUB(4), AUT7(2)

Information Services

Reporting Services

Business Intelligence

Information Services

ITOS

Problem Management

AT-2, AF3, AUl, AU2,
AU3, AU6, AU7, AU11,
AU12, CA7, IR1, IR2, IR
4, IR5, IR6, IR7, IR8, PE
6, PL2, RA5, Si4, Si7

AU-2(3), AU6(1), AUB(3), CM3,
IR3, IR4(1), IR7(1), IR7(2), SI

4(2), ST (7)

AU6(5), AUG(6), IRA(4),
IR4(8), IR5(1), AUB(4),
AU-6(9), CA7(3), IR4(10),
IR10, RA5(6), RAG(8),
RAS5(10), S#(4), S¥(11),
SHA(13), SK(16), SK(17),
SHA(18), SH(23), SK(24)

Information Services Service Delivery SLA’s -

Information Services ITOS CMDB  (Configuration | CM-1, CM2, CM6, CM8 CM6(1), CM8, CM8(1), CM8(3), | CM6(2), CM8(2), CM
Management DB) SA10 8(4), CM8(7), CM8(9)

Information Services ITOS Change Management CM1, CM2, CM4, CM6 CM3, CM3(2), CM5, CM5(3), | CM3(1), CM3(4), CM

CM9, SA10 5(1), CM5(2), CM5(4)
Information Services Service Support Configuration Rules | CM-1, CM2, CM6 CM3 -
(Metadata)
Information Services Service Support Configuration CM1, CM2, CM6 CM2(1), CM2(3), CM2(7), CM3, CM2(2), CM3(1), CM
Management Database CM3(2), CM5, CM9 5(1), CM5(2), CM5(3),
(CMDB) CM-6(1), CM6(2)

D3.2 RISIBASED DECISION MAGRIMECHANISMS FOR ODGSERVICE IN THBBRIEC SECTOR

4
4



http://www.cloudwatchhub.eu/

www.cloudwatchhub.ed @CloudwWatchHub

DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Information Services

Service Support

Change Logs

AU1l, AU2, AU3, AUS,
AU12, CM2, CM6, Si4

AU2(3), AU3(1), AUS(1), CM
2(1, CM2(3), CM2(7), CM3, CM
3(2), CM6, Si4(1), SH(4)

AU12(1), AW(2), AU
12(3), CM3(1), CM6(1),
CM6(2), SK(14), Sl
4(19), SW(20), SK(22),
SH(23)

Information Services

Security Monitoring

Compliance Monitoring

CM1, CM2, CM4, CM6,
CM8

CM2(1), CM2(3), CM2(7), CM3,
CM3(2), CM5, CM8(1), CM8(5)

CM2(2), CM3(1), CM
5(1), CM5(2), CM5(3),
CM6(1), CM6(2)

Information Services

Security Monitoring

Privilege Usage Events

AU1, AU2, AU3, AUG,
AU8, AU-12 Si4

AU2(3), AU3(1), AUB(1), AU
6(3), AUS(1), SK(2), SH(5)

AU-3(2), AUB(5), AUB(6),
AU6(8), AUL2(1), AU
12(3), S#(20)

Information Services

Service Delivery

Recovery Plans

CR1, CR2, CP10, IR4, IR
8

CR2(1)

Information Services

BOSS

HR Data (Employee &
Contractors)

PS2, PS3, PS7

Information Services

Security Monitoring

Authorization Events

AU1, AU2, AU3, AUG,
AU8, AU12, Si4

AU2(3), AU3(1), AUB(1), AU
6(3), AUS(1), SK(2), SH(5)

AU-3(2), AUB(5), AUB(6),
AU6(8), AUL2(1), AU
12(3), S¥(20)

Information Services

Security Monitoring

Authentication Events

AU-2, AU3, AUG, AUS,
AU-12

AU2(3), AU3(1), AUB(1), AU
6(3), AUS(1), SK(2), SH(5)

AU-3(2), AUB(5), AUB(6),
AU-12(1)

Information Services

Security Monitoring

ACL’s

AG3

AG6, AGE(1)

AG3(5), AG3(7)

Information Services

Security Monitoring

CRL’s

AG3, IA5, SE12

IA5(2), Sa7

AG3(8)
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DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Information Services

User Directory Services

Active Directory Services

AG1, AG2, AG3, AG20,
IAL, IA2, IA2(1), IA4, 1A
5, IA5(1), IA5(11), IA7,
IA8

AG2(2), AR2(3), AC(7), AC3(7),
1A2(2), 1A2(3), IA2(5), IA2(8),
IA2(11), IA3, PL8

AG2(11), AQ(12), A€
2(13), 1A2(9), AE(9),
AG2(10), AC3(7)

Information Services

User DirectonServices

LDAP Repositories

AGL, AG2, AG3, AG20,
IAL IA2, 1A2(1), 1A4,
IA5, 1A5(1), IA5(11), IA
7, 1A8

AG2(2), AR2(3), AC(7), AC3(7),
IA2(2), 1A2(3), IA2(5), IA2(8),
IA-2(11), IA3, PL8

AG2(11), AQ(12), AE
2(13), 1A2(9), AE2(9)
AG2(10), AC3(7)

Information Services

User Directory Services

X.500 Repositories

AGL, AG2, AG3, IAL, IA
2, 1IA2(1), IA4, IA5, 1A
5(1), IA5(11), 1A7, 1A8

AG2(2), AC2(3), AQ(7), AG3(7),
IA2(2), 1A2(3), I1A2(5), IA2(8),
IA2(11), 1A3, PL8

AG2(11), A(12), A€
2(13), 1A2(9), A(9),
AG2(10), AC3(7)

Information Services

User Directory Services

DBMS Repositories

AGL, AG2, AG3, AG20,
IAL IA2, 1A2(1), 1A4,
IA5, 1A5(1), IA5(11), IA
7, 1A8

AG2(2), AQ2(3), AQ(7), AG3(7),
IA2(2), 1A2(3), I1A2(5), IA2(8),
IA2(11), 1A3, PL8

AG2(11), A(12), A€
2(13), 1A2(9), A(9),
AG2(10), AC3(7)

Information Services

User DirectonServices

Registry Services

AG1, AG2, AG3, AG20,
IAL IA2, 1A2(1), 1A4,
IA5, 1A5(1), IA5(11), IA
7, 1A8

AG2(2), AC2(3), AQ(7), AC3(7),
IA2(2), 1A2(3), 1A2(5), IA2(8),
IA2(11), 1A3, PL8

AG2(11), A€(12), AC
2(13), AQ(9), AC(10),
AG3(7)

Information Services

User Directory Services

Location Services

CM8

CM8(8), PE20

Information Services User Directory Services | Federated Services CAl, CA2, CA3, CA7, CA3(5) SA9(1), SAM(3), Sa13
SAl, SA9

Information Services User Directory Services | Virtual Directory Services | -

Information Services ITOS Incident Management IR1, IR4, IR5, IR6, IR8 IR6(1) IR4(4), IR5(1)

D3.2 RISIBASED DECISION MAGRIMECHANISMS FOR ODGSERVICE IN THBBRIEC SECTOR



http://www.cloudwatchhub.eu/

www.cloudwatchhub.ed @CloudwWatchHub

DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Information Services

Service Support

Service Events

AU-2, AU3, AUG, CM2,
CM4, CM6, PL=2, SI5

AU2(3), AU7, CM3, PE2(3), SA
10, S¥7, S17(7)

CM4(2), RAG(4), SB(1),
SH(5), AU7(2), PL7, Si
7(8), Si7(9)

Information Services

BOSS

Data Classification

RA2

Information Services

Data Governance

Risk Assessments

CAl, CA2, CA7, RAL,
RA2, RA3, RA5, Si1, Si4

RAG, SE38

Information Services Risk Management RA- Risk Assessments RAS3 - -
Information Services Risk Management Business Impact | CR2, CM4 CR2(3), CP2(8)
Assessment (BIA)
Information Services Risk Management VRA - Vendor (Third | RA3, SA9 - SA12, SA12(2), SM(1),

Party) Risk Assessment

SA9(3), SAl2(5), SA
12(8), SA2(14), SA
12(15)

Information Services

Risk Management

TVM - Threat and
Vulnerability
Management

CA2, CA7, PE3, RA3,
RAS

CA2(2), CA8, CA8(2), RA(2),
RAS5(3), RAS(8), SALL, SAL1(2)

SA11(5), PE3(6), S&38

Information Services

Service Delivery

OLAs - Operation Level
Agreements

Information Services

Data Governance

NonProduction Data

SAl

SA15, SAL5(9)

Information Services

Security Monitoring

NIPS Events

SH

SH(1), SK(2), SK(4), SK(14)

SH(11), SK(13), SH(18),
SH(15)

Information Services

Security Monitoring

DLP Events - Data
Leakage Prevention
Events

AG4

AG4(1), AGA(6), AC
4(19), ACL6, SEL6

4
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DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Information Services

Data Governance

Information
Metadata

Leakage

AG1, Scl1

AG4

AG4(1), AGA(6), AC
4(19), ACL6, SEL6

Information Services

Data Governance

Data Segregation

AG1, AG2, AG3, AG20,
AL, IA2, IA4, IAS, IAS,
SC1, S€&7

AG4, AGA(21), A, AG20(1),

AG20(2), 1A3, SE2

SG3, SE7(21), AGB(4),
IA9, SE3(1), SE(2), SE
7(22)

Information Services

Security Monitoring

Transformation Services

AU6, AU12, Si4

AU6(1), AUG(3), SK(5)

AU6(5), AUB(6), AUB(9),
AU-12(1), SU(3), SK(16),
SH(17)

Information Services

Security Monitoring

Session Events

AU1, AU2, AU3, AUG,
AU8, AU12, Si4

AU2(3), AU3(1), AUS(1),

6(3), AUB(1), SH(2), SK(5)

AU

AU-3(2), AUB(5), AU6(6),
AU-12(1)

Information Services

Security Monitoring

Application Events

AU1, AU2, AU3, AUG,
AU8, AU12, Sl4

AU2(3), AU3(1), AUB(L),
6(3), AUS(1), SK(2), SK(5),

AU

AU-3(2), AUB(5), AUG(6),
AU-12(1)

Information Services

Security Monitoring

Network Events

AU1, AU2, AU3, AUG,
AU8, AU12, Si4

AU2(3), AU3(1), AUB(L),

6(3), AUB(1), SH(2), SK(5)

AU

AU-3(2), AUB(5), AUG(6),
AU-12(1)

Information Services

Security Monitoring

Computer Events

AU1, AU2, AU3, AUG,
AUS8, AU12, Si4

AU2(3), AU3(1), AUS(1),

6(3), AUB(1), SK(2), SK(5)

AU

AU-3(2), AUB(5), AU6(6),
AU-12(1)

Information Services

Security Monitoring

Host Intrusion Protection
Systems (HIPS)

St4

SH4(2), SH(4), SK(5)

SHA(23)

Information Services

SecurityMonitoring

Database Events

AU1, AU2, AU3, AUG,
AUS8, AU12, Si4

AU2(3), AU3(1), AUS(1),

6(3), AUB(1), SH(2), SK(5)

AU

AU-3(2), AUB(5), AU6(6),
AU-12(1)

Information Services

Service Delivery

Contracts

Information Services

ITOS

Strategy

CA2, CA7, CM4, RA3,
RAS5, SA2

4
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)

Information Services ITOS Roadmap

Information Services ITOS Service Management

Information Services BOSS Risk Assessments RA1L, RA2, RA3, RAS SG38

Information Services BOSS Proces®©wnership

Information Services BOSS Business Strategy PL-2, RA3

Information Services

Service Support

Knowledge Repository

AG1, AFl, AUl, CA1,
CM1, CP1, IAl, IR1,
MA-1, MR1, PEL, PL1,
PS1, RAL, SAl, Sel, S
1

Information Services

Risk Management

GRG Governance, Risk &
Compliance

AG1, ATF1l, AUl, CA1,
CM1, CPL, IALl, IR1,
MA-1, MR1, PEl, PL1,
PS1, RAL, SA1, Sel, Si
1

Information Services

Risk Management

DR & BC PlansDisaster

CR1, CP2, CP4, CP9, CP

CR2(1), CR2(3), CF2(8), CRi(1),

CR2(4), CR2(5), CR(7),

Recovery &usiness | 10 CR6, CP7, CP8, CP10(2) CR10(4)
Continuity

Virtual Infrastructure: | BlockBased PL-8 SAl7

Storage Virtualization Virtualization

Internal Infrastructure: | Authoritative Time | AUS8 AU-8(1) -

Network Services

Source
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DOMAIN

CONTAINER

CAPABILITY

(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Internal  Infrastructure:
Servers

Secure Build & Image

Management

CM1, CM2, CM4, CM6

CM2(1), CM2(2), CM2(3), CM3,
CM3(2), CM5, CM5(3)

CM3(1), CM5(1), CM
5(2), CMB(1), CM6(2),
CM3(3), CM3(4), CM
3(5), CM3(6)

Internal  Infrastructure:
Availability Services

CR1, CP2, CP3, CP4, CP
9

CR2(3), CPs, CP5(1), CP6(3),
CR7, CR7(1), CFI(2), APT(3),
CRY(1), CP(3)

CR7(4), CP(5), CFo(6),
SH3

Internal  Infrastructure:
Patch Management

Service Discovery

CM1, CM2, CM8, RAL,
RAS

CM2(1), CM8(1), CM8(3), RA
5(1), RA5(2)

CM2(2), CM8(2)

Internal  Infrastructure:
Equipment Maintenance

MA-1, MA2

MA-6

MA-6(1), MAG(2), SiL3

Internal  Infrastructure:
Storage Services

AG1, AG2, AG20, AU4,
AUS5, CP1, CR2, CPR9,

CR6, CP6(1), CR(3), CPI(1),
MP-4

CR2(2), CR(4), CR2(5),
CR9(3), CPI(5), AC20(4),

MP-6, RA2, RA3, SA9 CR2(6), S€36
Virtual  Infrastructure: | BlockBased PL-8, SC7 SAl7 -
Storage Virtualization Virtualization
Internal  Infrastructure: | Controlled Physical | PE3 - PE18
Facility Security Access
Internal Infrastructure: | Controlled Physical | PE3 - PE3(2), PE3(3)
Facility Security Access
Internal  Infrastructure: | Controlled Physical | PE6 PE6(1) PE6(4), PE6(2), PEB(3)
Facility Security Access
Internal Infrastructure: | Controlled Physical | PE2, PE3 - PE2(2)
Facility Security Access
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DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Internal Infrastructure: | Asset Handling PL-8 SA17

Facility Security

Internal Infrastructure: | Asset Handling PL-8 SAl7

Facility Security

Internal Infrastructure: | Asset Handling CMS8, PE1, PE3, PEL6 CM8(1), PE5 PE18, CM8(4), CM3(8),

Facility Security

PE3(4), PE3(5)

Internal Infrastructure: | Environmental Risk | RA3, PE3, PEL2, PEL3, PE9, PELO, PEL1 PE18

Facility Security Management PE14

Internal Infrastructure: Environmental Risk | PE1, PE12, PEL3, PEL4, PE5, PES, PE10, PEL1, SA9(5) PE18, PEL8(1)
Facility Security Management PE15, SA9

Internal  Infrastructure: | Environmental Risk | - PE11 PE11(1), PEL1(2)
Facility Security Management

Internal  Infrastructure:

Network Services

Network Segmentation

PL-8, RA2, RA3, SEl, SE
7

SAL7, SEI(5), SE/(8)

SG7(14), S@(21), SE€
7(13), SE@(20), ST(22)

Virtual Infrastructure: Local PL-8, SC7 SA17 SC7(21), IA3(3), Se25,
Desktop "Client" SC37

Virtualization

Virtual  Infrastructure Remote PL-8 SA17

Desktop "Client"

Virtualization

Virtual  Infrastructure Remote AC2, AG3, ACl7, IA2, AGC2(1), AR(2), AR(3), ACL0, | AC2(11, ARX(12), Ac

Desktop "Client"

Virtualization

I1A-4, IAS, PL8, SC7

AG17(1), ACL7(2), ACL7(4), IA

2(11),SA17

2(13), S@(21), A(6),
AG2(8), AC3(8)
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DOMAIN

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Virtual Infrastructure: | BlockBased PL-8, SC7 SA17 SC7(21)

Storage Virtualization Virtualization

Virtual  Infrastructure: | FileBased Virtualization | PL-8, SC7 SAl17 SC7(21)

Storage Virtualization

Virtual  Infrastructure: | Client Application | PL-8 SA17

Application Virtualization | Streaming

Virtual  Infrastructure: | Server Application | PL-8 SAl17 -

Application Virtualization | Streaming

Virtual  Infrastructure: | Vertical Isolation PL-8, S€7 SAl7, SE7(13) SG3, SE7(21), Se(5),
Virtual Workspaces SC7(20), S&(21), S39
Virtual  Infrastructure: | Virtual Machines (host | PL-8, SC7 SA17 SC7(21)

Server Virtualization based)

Virtual  Infrastructure: | Virtual Machines (host | PL-8, SC7 SA17 SC7(21)

Server Virtualization based)

Virtual  Infrastructure: | Virtual Machines (host | PL-8, SG7 SAl7 SC7(21)

Server Virtualization based)

Virtual  Infrastructure: | OS Virtualization PL-8, SC7 SAl7 SC7(21)

Server Virtualization

Virtual Infrastructure:
Server Virtualization

TPM Virtualization

AG3, PL8, SE12, SE13

CM5, SI7, SH/(1)

CM5(3), Si7(6), Si(9),
Sk7(10), S7(15)

Virtual Infrastructure:
Server Virtualization

Virtual Memory

PL-8

SAl7, St16
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DOMAIN

S & RM

CONTAINER

CAPABILITY
(process or solution)

Low Impact Level

Moderate Impact Level

High Impact Level

Virtual  Infrastructure: | Network Address Space | PL-8, SC7 SA17 SC7(21)
Network

Virtual  Infrastructure: | Network Address Space | PL-8,SG7 SA17 SC7(21)
Network

Virtual  Infrastructure: | VLAN (external) PL-8, SC7 SA17 SC7(21)
Network

Virtual  Infrastructure: | VNIC (internal) PL-8, SG7 SA17 SC7(21)
Network

Virtual  Infrastructure: - PL-8, S€7 SA17 SC7(21)
Database Virtualization

Virtual  Infrastructure - PL-8, S€7 SA17 SC7(21)
Mobile Device

Virtualization

Virtual  Infrastructure: - IA2, I1A2(12), IA5, IA8, | SA17 IA-5(10)

Smartcard Virtualization

IA-8(1),PL:8

Internal  Infrastructure:
Patch Management

Compliance Monitoring

AU1, AU2, AU3, AUS,
AU8, AU12, CAL, CA2,
CA2(1), CA7, Si1, Si4

AU2(3), AU3(1), AUB(1), AU
6(3), AUS(1), CA7(1), S¥(1), Si
4(2), SH(4), SK(5)

AU3(2), AU12(1), AU
12(3), CA(3), S#(11)*
SH(13)*, SK(14)*, S
4(16)*, Su(18)*, Sl
4(21)*, Sl4(23%) *see
notes

Privilege = Management
Infrastructure

Privilege Usage
Management

IA2, IA2(1), S€, SEL0

AGS, IA2(2), IA2(8), IA2(11), SE
2,53

AG6(3), 1A2(9), S, IA
2(6), 1A2(7), S€(1), SE
7(15)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)

S & RM Infrastructure Protection | Server CM7 CM7(5) -
Services

S & RM Infrastructure Protection | Server SG7 SC7(12) -
Services

S & RM Infrastructure Protection | EndPoint SG7 SC7(12) -
Services

S & RM Infrastructure Protection | EndPoint SC7 AG4, SE7(5) AG4(1), AGA(4), AGA(B),
Services AG4(8), AE4(10), A€

4(11), A€(14), S5

S & RM Infrastructure Protection | EndPoint CA3, CM7, S€&7 CA3(5), S€Z(5) CA7(5)
Services

S & RM Infrastructure Protection | Network SC7 AG4, SE7(5) AG4(4), AE4(21), S€
Services 7(10), S (11)

S & RM Infrastructure Protection | Network SCG7 AC4 AG4(4), AG(21), SeE
Services 7(10), S (11)

S & RM Infrastructure Protection | Network CA3, CM7, S&7 CA3(5), CM7(4), S€/(5)
Services

S & RM Infrastructure Protection | Application SC7 AG4 -
Services

S & RM Infrastructure Protection | Application SC15 AC21 -
Services

S & RM Infrastructure Protection | Application SC7, Si4 AC4, Sl4(2), SK(4) SC7(8), ACA(8), ACGA(11),
Services SC7(19), SK(7), SK(13)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Data Protection Data Lifecycle | - AC4, Si7 AG4(6), AGA(19), ACL6
Management
S & RM Data Protection Data Lifecycle | - - -
Management
S&RM Data Protection Intellectual Property | CM-10 - =
Prevention
S & RM Policies and Standards Role Based Awareness AG1, AG2, AG3, ATF3 AC2(4) AG2(7), AG3(7)
S & RM Governance Risk  &| Technical Awareness and| AT-3 - -
Compliance Training
S & RM Governance Risk  &| Compliance Management | CA1, CA2, CA2(1), CA9, | CA9(1), CM6(1) -
Compliance CM6, Si1
S & RM Governance Risk  &| Audit Management AU1, AU2, AU3, AU9, AU2(2), AU3(1), AU9(4), CA | AU3(2), AUW9(1)*, AU
Compliance AU12, CAl, CA2, CA | 2(2), CA/(1), CA8, CA3(1), RA | 9(2), AUW9(3), AU9(5)%,
2(1), CA7, RA3, RA5 5(1), RA5(2), RA5(3), RA5(6), | AU9(6)*, AU12(1), AU
RA5(9), SAL1 12(3) *see note
S & RM Threat and Vulnerability | Compliance Testing - - -
Management
S & RM Policies and Standards Best Practices & | AC1, ATFl, AUL1, CA1, - -
Regulatory correlation CM1, CPL, IALl, IR,
MA-1, MR1, PEl, PL1,
PS1, RAL, SA1, Sel, Si
1
S&RM InfoSec Management Capability Mapping Pl-1, PE2 PL-8 -
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Infrastructure Protection | EndPoint CM8 - CM8(2), CM8(4), CM
Services 8(7)
S & RM Data Protection Intellectual Property | CM-10 - -
Prevention
S &RM Policies and Standards Operational Security | CM-1, CM2, CM6 CM2(1), CM2(3), CM2(7) CM2(2), CM6(1), CM
Baselines 6(2)
S &RM Policies and Standards Job AidGuidelines ACG1, ATF1, AU1, CA1,
CM1, CP1, IAl, IR1,
MA-1, MR1, PEL, PL1,
PS1, RAL, SAl, SA5, SE€
1,si1
S & RM Privilege  Management | Identity Management A2, IA4, |IA8 IA-3 -
Infrastructure
S & RM Privilege Management | Identity Management AG3 AC4 AG3(3), AC3(4), AGA(L),
Infrastructure AG4(2), AECA(12), A€
4(13), A€4(14), ACGA(15),
AG4(19), AEA(22), A€
4(22)
S & RM Privilege  Management | Identity Management ACG1, AG2, AG3 AC2(1) AG3(3), AC3(4), AC3(8),
Infrastructure AG16)
S & RM Privilege Management | Identity Management AG1, AG2, AG3 AC2(1) AG3(3), AC3(4), AC3(8),
Infrastructure AG16
S & RM Priviege Management | Authorization Services AG1, AG2, AG3 - AGC3(2), AC3(8)

Infrastructure
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Priviege Management | Authorization Services AG1, AG2, AG3 - AG24
Infrastructure
S & RM Privilege  Management | Authorization Services AG1, AG2, AG3 - AG2(6), AC2(8), AC3(3),
Infrastructure AG3(4), AG3(8), AClS6,
AG16(1), AEl6(3), A€
16(4), AEL6(6), AG16(8),
AG16(9), AEL6(10), AE€
24
S&RM Privilege  Management | Authorization Services - - -
Infrastructure
S & RM Privilege  Management | Authorization Services AC1L, AG2, AG3, IAL, IA | AG2(1), AR2(2), AC2(3), AC3(4), | AG2(11), AR(12), AEc
Infrastructure 4, 1A5 AG5, ACG6, AG6(2), AGB(5), AC | 2(13), AX(7), AG3(7),
6(9), AG(10) AG6(7)
S & RM Privlege  Management | Authorization Services - = =
Infrastructure
S & RM Privilege  Management | Authorization Services - = =
Infrastructure
S & RM Privilege Management | Authentication Services A2, IA4, IA5, IA8, IA - -
Infrastructure 8(4)
S & RM Privilege Management | Authentication Services AG1, AG2, AG3, IAL, IA | AG2(1), AR2(2), AC2(3), AG3(4), | AG2(11), AR(12), AEc
Infrastructure 4, 1A5 AG5, AG6, AG6(2), AGB(5), AC | 2(13), A(7), AG3(7),
6(9), AG(10) AG6(7)
S & RM Privlege  Management | Authentication Services A2, IA2(1), IA4, IA5(1), | IA2(2), IA2(3), IA2(8), IA2(11) IA-2(4); 1A2(9), 1A2(6),

Infrastructure

IA5(11), IA8, IA8(1), 1A
8(2), IA8(3), IA8(4)

IA2(7), 1A5(12), 1A
5(15),1A8(5)

5
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)

S & RM Priviege Management | Authentication Services IA-2, IA2(1), IA4, IA5, 1A 1A-2(2), 1A2(3),I1A-2(8), I1A2(11) 1A-2(4), 1A2(9), IA5(8)
Infrastructure 8

S & RM Privilege  Management | Authentication Services IA2, 1A2(12), IA4, A5, IA-5(2), IA5(3), IA5(11) IA-4(3), 1A4(T7), 1A5(14),
Infrastructure IA-7, 1A8, IA8(1), IA8(2), IA-5(15),I1A-8(5)

IA-8(3), IA8(4)

S & RM Privilege  Management | Authentication Services IA5, IA5(1) - IA-5(4)
Infrastructure

S & RM Privilege  Management | Authentication Services IA-2, IA4, IA5, IA8 - IA-5(12)
Infrastructure

S & RM Privilege  Management | Authentication Services IA-2, IA4, IAS, IA8 IA-3, IA2(1), 1A2(2), 1A2(8), IA IA-2(9), 1A2(6), IA2(7)
Infrastructure 2(11), IA5(1), IA5(2), IA5(11)

S & RM Privilege  Management | Authentication Services IA-2, IA5, IA8 - 1A-2(10), 1A5(8)
Infrastructure

S &RM Privilege Management | Authentication Services IA-4, IAS IA-3
Infrastructure

S & RM Privilege Management | Authentication Services - IA-3 -
Infrastructure

S & RM Privilege Management | Authentication Services IA-2, 1A2(12), IA5, IA- - IA-8(5)
Infrastructure 5(11), IA5(12), IA8, IA

8(1)

S &RM Privlege Management | Authentication Services - = =
Infrastructure

S & RM Privilege  Management | Privilege Usage | AU-2, AU3, AU12 AC6, AC6(9), AU3(1) AU-14
Infrastructure Management

5
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Privilege Management | Privilege Usage | AG3, IA5 AG6, IA5(1), IA5(6), S8 -
Infrastructure Management
S & RM Threat and Vulnerability | Compliance Testing CA2, CA2(1), CA3, CAY7, CA3(5), CA8, CA8(1) CA2(4)
Management CA9
S & RM Infrastructure Protection | EndPoint AU-2, AU6G, AU11 AU6(1),AU7(1), IR4(1), SA(5) IR5(1), IRL0, S#4(24)
Services
S & RM Infrastructure Protection | EndPoint MP-1, MR2, MR7 MP-4 -
Services
S & RM InfoSec Management Residual Risk | CA7, RA3, RAS SCG4 -
Management
S & RM Governance Risk  &| Policy Management SC15 CA3(5), CM7(4), CM7(5), SE | St7(14), sal2
Compliance 7(4), S€Z/(5)
S &RM Governance Risk  &| Policy Management AU1, AU2, AU3, AU8, | AU2(3), AU3(1), AU8(1), RA | AU3(2), AU12(1), AU
Compliance AU12, CA2, CA7, RA3, 5(1), RA5(2), RA5(5), SH(1), SI | 12(3), CA2(2), RA5(4),
RAS5, Si4 4(2), S¥(4), SB(5) RA5(3)*, RA5(6)*, RA
5(8)*, S#4(14), SK(19),
SH4(20), SK(22), SK(23)
*See note
S & RM InfoSec Management RiskDashboard RA1, AU12, CA2, CA | CA7(1), CM2(1), CM2(3), CM | AU12(1), AU12(3), CM
2(1), CAb, CA7, CM1, 2(7), CM3, CM3(2), SAM((2), SI | 2(2), CM3(1), CM6(1),
CM2, CM6, RA3 SA9, | 4(2), S4(5) CM6(2), SA(1)*, SH4(3),
St SH(16)*, SH(17) St
4(23)*
S &RM Threat and Vulnerability | Vulnerability AU6, CA2, CA5, CA7, AU6(1), AU6(3), RA5(1), RA | AU6(5), AU6(6), CA2(2),
Management Management CA8, RA1, RA5, Si2 5(2), RA5(5) SALL(2), SP(2) RA5(6), SAL1(2), SAL5,

SA15(2), SAL5(4), SA
15(7), SR(1)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Threat and Vulnerability | Vulnerability AU6, CA2, CA5, CA7, AU6(1), AU6(3), RA5(1), RA | AU6(5), AU6(6), CA2(2),
Management Management CAS8, RAL, RA5, Si2 5(2), RA5(5) SALL, SI2(2) RA5(6), SAL1(2), SAL5,
SA15(2), SAL5(4), SA
15(7), Sk(1)
S & RM Threat and Vulnerability | Vulnerability AU6, CA2, CA5, CA7, | AU6(1), AU6(3), RAB(1), RA | AU6(5), AU6(6), CA2(2),
Management Management CAS8, RAL, RA5, Si2 5(2),RA5(5) SAL1(2), SP(2) RA5(6), SAL1(2), SAL5,
SA15(2), SAL5(4), SA
15(7), Sk(1)
S & RM Threat and Vulnerability | Penetration Testing CA2 CA2(2), CA8 -
Management
S & RM Threat and Vulnerability | Penetration Testing CA2 CA2(2), CA8, SALl,SALL) SA11(5), CA(1), CA
Management 8(2)}
S&RM Threat and Vulnerability | Threat Management - SA11 SA11(1), SAL1(8)
Management
S & RM Threat and Vulnerability | Threat Management RAS3 SAll SA15, SA11(2), SAL5(4),
Management SA15(8)
S & RM Policies and Standards Data/ Asset Classification | RA2, RA3 AG16, AGC16(1), ACL6(2),

AG16(3), ACl6(4), AC
16(6), ACL6(6), ACL6(7),
AG16(8), AClB(9), AC
16(10), SE.6, SEL6(1)
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Governance Risk  &| Vendor Management AG20, SAL, SA4, SA9, SA4(1), SA(2), SA(9), SA(2), | SA12, SA9(3), SA(5),
Compliance SA10, SAL1, SAL7, SE7(12) SA21, SAL9
S & RM Data Protection Data Lifecycle | AG1, AF1l, AU1l, CAL1, MP-3 -
Management CM1, CP1, IALl, MA-1,
MP-1, MR6, PEL, PL1,
PS1, RAl, RA2, RAS3,
SAl, SA3, SEl, Si1, S
12
S & RM Policies and Standards Technical Security | AG1, ATFl, AUl, CA1, - -
Standards CM1, CP1, IA1l, IR1,
MA-1, MR1, PEL, PL1,
PS1, RAL, SAL, Sel, Si
1
S & RM Privilege  Management | Privilege Usage | AG3, AG8, AG20, AT2, | AG5, AG6, AG6(1), AG(2), AC | AGC6(3), AC3(2), AG3(3),
Infrastructure Management AU-6, CM5, CM11, P4, 6(5), AGB(9), AG(10), A20(1), | AG3(4), AC3(7), Se&i2,
PS6, PS3 AG20(2) SCG42(2), S&13
S & RM Infrastructure Protection | Network SG5, SE&7 - SC7(10), S&(17)
Services
S & RM Infrastructure Protection | Network AG18, SEel2, SE13 AC18(1), IA3, SEB, SE8(1), AG18(4), A€l18(5), S0,
Services SCG40(2), SaO0(3), SE
40(4)
S & RM Infrastructure Protection | Network AG3, CM2, CM6, CM7, AC6, AC6(1) AG3(5)
Services SG5, SE&7
S & RM Infrastructure Protection | Application - - -
Services
S & RM Infrastructure Protection | Application SC12, Se13 SC8, SE&B(1) AU-10, SE8(3)

Services

6
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)

S & RM Data Protection Data Lifecycle | AG22, MR6 - -
Management

S & RM Data Protection Data Lifecycle | SA18, S& - SA18(1), S (16), S0
Management

S & RM Data Protection Data Lifecycle | AC4 - AG4(6), ACL6, SEL6
Management

S & RM Data Protection Data Lifecycle | SA18, SE& - SA18(1), S (16), SE30
Management

S&RM Data Protection Data Leakage Prevention | RA2, RA3, RA5 RA5(1), RA5(2), RA5(5) RA5(4), AU13, PEL9

S & RM Data Protection Data Leakage Prevention | AG17, MA4, SE7, SEL2, AG17(2), S8, SE3(1) MA-4(6), SE3(3), SE€31,

SC13, S SG31(1), Se€1(2), S€
31(3), S¥(10)
S & RM DataProtection Data Leakage Prevention | AG18, AG19, S&7, SE13 AC18(1), AcL9(5), St SC7(21), Ael(4), Acl6
S & RM Data Protection Data Leakage Prevention | AG19, MR5, SE7, SE13 AC19(5), MP5(4), S8, SE | PE19, SE31, SE31(1),
28(1) SG31(2), S31(3)

S & RM Cryptographic Services Key Management SC12 SC12(2), sa7 SC12(1)

S & RM Cryptographic Services Key Management SCG12 SC12(3), sa7 SC12(1)

S & RM Cryptographic Services | PKI SC12, IAS IA-5(2), SE17, SEL2(2), SE2(3) SCi121, IA5(14)

S & RM Cryptographic Services Data in use (memory) | SC12, SEL3 - -

Encryption
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Cryptographic Services Data in Transit | AG17, MA4, SE12, SEL3 | AC17(2), S8, SC8(1) MA-4(6), SEB3(3)
Encryption  (Transitory,
Fixed)
S & RM Cryptographic Services Data as Rest Encryption| AG19, MR5, SE13 AG19(5), MP5(4), S€8, SE | -
(DB, File, SAN, Desktop 28(1)
Mobile)
S&RM Infrastructure Protection | Server Sk2, Si3, Si4 Sk2(1), S13(1), Si3(2), S4(2), S Sk2(2)
Services 4(4), SK(5)
S & RM Infrastructure Protection | Server St SHA(1), SK(2), SK(4), SU(5) SHA(7), S¥(11), SK(13),
Services SH4(14), SK(18)
S & RM Infrastructure Protection | EndPoint Sk2, SI3, Si4, Si8 Si2(1), Si3(1), Si3(2), SK(2), I | -
Services 4(4), SK(5), SB(1), SB(2)
S & RM Infrastructure Protection | EndPoint SH4 SH4(2), S(4), SKU(5), SKU(23) SHA(7), SH(11), SK(13),
Services SH4(18)
S & RM Infrastructure Protection EndPoint - S SG3, AC16, ACL6(8), SE
Services 3(4)
S & RM Infrastructure Protection | Network SH4 SH4(2), SH(4), SKU(5) SHA(7), SH(11), SK(13),
Services SH4(14), SH(15), SH(16),
SH4(18), SK(22)
S & RM Data Protection Data Lifecycle | SG12, SEL3 SC8, SEB(1), SE8(2), Si7 AU-10, Si7(6)
Management
S & RM Cryptographic Services Signature Services SC12, SE13 SC8, SEB(1), SE8(2), Si7 AU-10
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DOMAIN CONTAINER CAPABILITY Low Impact Level Moderate Impact Level High Impact Level
(process or solution)
S & RM Governance Risk  &| IT Risk Management CAl, CA2, CA2(1), Che, CAS8, CA2(2) -
Compliance CA7, CA7(1), P2, RAL,
RA2, RA3
S & RM InfoSec Management Risk Portfolio | AG1, AF1l, AU1, AU2, - -
Management AU6, CAl, CM1, CPL,
A1, IR1, MA1l, MR1,
PE1, PL1, PS1, RAL, SA
1, SEL, Si1
S & RM Privlege Management | Authorization Services ACL, AG2, IAL, IA4 AG2(1) -
Infrastructure
S&RM Privilege  Management | Authorization Services AC1, AG2, AG3, AG17, AC2(1), AR2(2), AC2(3), AC2(4), | AG2(11), A(13), Ac
Infrastructure AG18, AG19, AG20, IA4 AG2(5), A(7), A(9), AC | 6(3), AGB(7), AGB(8), AC
2(10), A(12), A&, ACGA(21), | 18(4)
AG5, AC6, AG6(1), AGB(2), AC
6(5), AG5(9), AGB(10), ACL7(4),
AG17(9), A€l9, AG20(1), A€
20(2)
S & RM Policies and Standards Information Security | AG1, ATFl, AU1, AU2, - -
Polices AU-6, CAl, CM1, CP1,

A1, IR1, MALl, MPR1,
PE1, PL1, PS1, RAL, SA
1, S€l, Si1

»
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